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— S L I D E  0 1  /  T I T L E  —

Open Source FIDO tokens
Why?

I v a n  Z o r i n ·  I n d e p e n d e n t  R e s e a r c h e r  ·  2 6 . 0 5 . 2 0 2 6
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$  w h o a m i

· System Engineer

· Opensoursini Contributini (IronOS, HydraFW, etc.)

· Independent Researcher

· Conference Speaker (phdays, offzone, meetups)

· Community Enjoyer ♥
· Free Software ideology
· Right to Repair movement
· Hackerspace culture
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A G E N D A

01 · FIDO token

02 · Mainstream features 

03 · Alternatives

04 · ???

05 · PROFIT
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D I S C L A I M E R S

· 100% 99%* AI/ML/LLM free

· 0/1/n-day free

· crypto - cryptography

· token - 2FA device
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F I D O  t o k e n

token = hardware
+ firmware
+ API/libraries
+ software tools
+ 3rd party software
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F I D O  t o k e n  – w h y ?
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F I D O  t o k e n  – h o w ?
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F I D O  t o k e n  – h o w ?

R E S O U R C E T O K E N
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F I D O  t o k e n  – h o w :  i n i t

R E S O U R C E T O K E N

<<< registration <<<
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F I D O  t o k e n  – h o w :  s i m p l i f i e d  

R E S O U R C E T O K E N
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F I D O  t o k e n  – h o w :  V E R Y  s i m p l i f i e d

R E S O U R C E T O K E N

>>> challenge >>>
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F I D O  t o k e n  – h o w :  V E R Y  S I M P L I F I E D

R E S O U R C E T O K E N

>>> challenge >>>

<<< response = HMAC(challenge + key)
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F I D O  t o k e n  – h o w :  V E R Y  V E R Y s i m p l i f i e d

R E S O U R C E T O K E N

>>> challenge >>>

<<< response = HMAC(challenge + key)

result = verify(response);
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F I D O  t o k e n  – h o w :  V E R Y  V E R Y s i m p l i f i e d

R E S O U R C E T O K E N

>>> challenge >>>

<<< response = HMAC(challenge + key)

result = verify(response);
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F I D O  t o k e n  – h o w :  V E R Y  V E R Y s i m p l i f i e d

R E S O U R C E T O K E N

>>> challenge >>>

<<< response = HMAC(challenge + key)

result = verify(response);
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F I D O  t o k e n  – с м о т р я  к а к о й  v e n d o r
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Б  И
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Ю Б И К ( ~ 2 0 0 7 )

P R O T O C O L S

· FIDO2 / passwordless

· FIDO / U2F

· OATH (TOTP / HOTP)

· GPG / PGP

· …

C R Y P T O

· RSA

· ECC

· Hashes

· …
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Ч Е Р Н О В И К :

С д е л а т ь  п о д в о д к у  к  н е - с е к т е
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O p e n  S o u r c e F r e e  S o f t w a r e

P R I N C I P L E S

· Freedom 0: to run the program as you wish 

· Freedom 1: to study & to modify the program

· Freedom 2: to redistribute copies

· Freedom 3: to distribute copies of your modified versions
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O p e n  S o u r c e  H a r d w a r e

P R I N C I P L E S

· Open Design

· Free Schematics [from NDA] 

· Available Datasheets



D R A W I N G  №  P S T - 0 0 1 R E V .  1 . 0  ·  D R A F T

ё P R S T C O N  ·  2 6 . 0 5 . 2 0 2 6  ·  М О С К В А  И  В Е З Д Е S C A L E :  ∞

Y u b i k e y a l t e r n a t i v e s
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Y u b i k e y a l t e r n a t i v e s  – o u t  o f  s c o p e :

· Librem key

· Onlykey

· Trezor

· Ledger
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Y u b i k e y a l t e r n a t i v e s  – o u t  o f  s c o p e :

· Librem key

· Onlykey

· Trezor

· Ledger
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Y u b i k e y a l t e r n a t i v e s :

· Solokeys

· OpenSK

· Nitrokey

· GNUk
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S o l o k e y s v 1 :  ~ 2 0 1 8

H A R D W A R E

· STM32 F432

· USB A/C, USB & NFC

F I R M W A R E

· C / Bare metal

· Python (tooling)
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S o l o k e y s v 2 :  ~ 2 0 2 1

H A R D W A R E

· NXP LPC55S69

· USB A/C, USB & NFC

F I R M W A R E

· Rust / Trussed

· Tooling
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O p e n S K
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O p e n S K ( b y  G o o g l e )
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O p e n S K ( b y  G o o g l e )
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O p e n S K ( b y  G o o g l e )
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O p e n S K ( b y  G o o g l e )
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O p e n S K ( b y  G o o g l e )
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O p e n S K :  ~ 2 0 2 0

H A R D W A R E

· Nordic nRF52840

F I R M W A R E

· Rust / TockOS
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G o o g l e
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G o o g l e

F e i t i a n - b a s e d

· Titan Security Key (~2018)

· Titan Security Key (~2023)
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N i t r o k e y ( e s t .  2 0 0 9 )
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N i t r o k e y 3  ( ~ 2 0 2 1 ) :

H A R D W A R E

· NXP LPC55S69 

F I R M W A R E

· Rust / Trussed



D R A W I N G  №  P S T - 0 0 1 R E V .  1 . 0  ·  D R A F T

ё P R S T C O N  ·  2 6 . 0 5 . 2 0 2 6  ·  М О С К В А  И  В Е З Д Е S C A L E :  ∞

G N U k ( ~ 2 0 1 0 )
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G N U k – Н Е  F I D O !
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G N U k – O p e n P G P  S m a r t  C a r d
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G N U k – O p e n P G P  S m a r t  C a r d
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G N U k
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G N U k
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G N U k
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G N U k
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G N U k

H A R D W A R E

· STM32 F103

F I R M W A R E

· C (PolarSSL + ChibiOS / chopstx)
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H a r d w a r e  &  F i r m w a r e  S e c u r i t y

· Root of Trust

· Boot of Trust

· Zero Trust
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Y u b i k e y ( I n f i n e o n - b a s e d )

P R O S C O N S
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Y u b i k e y ( I n f i n e o n - b a s e d )

P R O S

· Security through obscurity

·  

·  

C O N S

· Security through obscurity 

· 

· 
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Y u b i k e y ( I n f i n e o n - b a s e d )

P R O S

· Security through obscurity

· Non-updatable

· 

C O N S

· Security through obscurity 

· Non-updatable

· 
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Y u b i k e y ( I n f i n e o n - b a s e d )

P R O S

· Security through obscurity

· Non-updatable

· Un-auditable / auditable as blackbox

C O N S

· Security through obscurity 

· Non-updatable

· Un-auditable [as whitebox] 
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Y u b i k e y C V E s ?
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Y u b i k e y C V E s ? . .
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Y u b i k e y C V E s :

H A R D W A R E

· CVE-2017-15361 / YSA-2017-01:
The "ROCA" Factorization Attack

· CVE-2024-45678 / YSA-2024-03:
The "EUCLEAK" Side-Channel Extraction

F I R M W A R E  /  S O F T W A R E

· CVE-2018-14780 & CVE-2018-14779 / YSA-2018-03:
libykpiv Buffer Overflows

· --- / YSA-2019-02:
FIPS "Reduced Randomness" Entropy Leak

· CVE-2020-15000 / YSA-2020-05:
OpenPGP application Resetting Code bug

· CVE-2025-29991 / YSA-2025-02:
FIDO PIN/UV Auth Protocol Two Out of Conformance Bug
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C o n c l u s i o n s …  a n d  T r u s t  I s s u e s

· Firmware verification

· Transparent Source Bill of Materials chain

· Independent Audit & Assessment

· Emergent Vulnerability Management & hot fixing

· Legacy, Education & Business opportunities
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I  h a v e  a  d r e a m ! . .

· Open Schematics

· SB Bootloader w. tooling to enroll your own FW signing keys

· Open Source Firmware with reproducible builds

· Tooling to verify flashed firmware

· Ergonomic & protected case by industrial designers
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I d e a l  w o r k f l o w

· Buy blank device & verify zeroes

· Download & verify firmware sources

· Verify toolchain & SBOM (libraries / external components / etc.)

· Generate & enroll keys into FW bootloader

· Flash, sign & verify firmware

· Regular automagical attestation of hardware & firmware
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?
Q U E S T I O N S  ·  C O M M E N T S  ·  D I S A G R E E M E N T S
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