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BOJib

- >10k anepTtoB Ha 60/bWOM MOTOKE
- CoBnageHue wabsoHa # YA3BUMOCTb
- PeanbHble HaxoAKW TOHYT B lyMe

. Tpma)l( PpyKamun: OOporo m MeaneHHo
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MOYEMY HE NPABMIIA

$ nuclei -id wordpress-detect -debug

[INF] matched wordpress-detect  https://blog.example/ [200]

[matcher] regex "/wp-content/uploads/(.*)" matched in body

[context] <link href="/wp-content/themes/twentytwentyfour/style.css">
<meta name="generator" content="WordPress 6.4.2">

[check]  /wp-json/ -» 200 (REST API WordPress)

[verdict] TRUE >To0 peanbHbin WordPress
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MOYEMY HE NPABMIIA

$ nuclei -id wordpress-detect -debug

[INF] matched wordpress-detect  https://shop.example/ [200]
[matcher] regex "/wp-content/uploads/(.*)" matched in body

[context] <img src="https://cdn.partner.com/wp-content/uploads/2024/promo.png">
< XOTJ/IMHK KapTUHKM C 4yxoro WordPress

[check] HeT generator=WordPress, /wp-json - 404, Server: Tilda

[verdict] FALSE cauT He Ha WordPress, nuwb rpy3uT KAapTUHKY C Hero
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APXUTEKTYPA

SCAN DATA - MPEMPOLIECCOP BEPAUKT YBEPEHHOCTb OBOr AllEHUE
il

a/HeT/He 3Haw

HE sHalo TPU KOP3WHbI

conf < nopor na
\ 4

False Positive True Positive
yBepeHHoe «KHeT» yBepeHHoe «aa»

dkcnepT/AIl-aHaNUTUK
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MNMPENMNPOLECCOP

GET /actuator/env » 200 OK ~1.0 MB
HTTP/1.1 200 OK
Content-Type: application/vnd.spring-boot.actuator.v3+json

Content-Length: 6608

{"activeProfiles": ["prod"], "propertySources": [{"name": "systemEnvironment", "
. ewe ~1 010 000 bGant Tena ...
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"summary": {
"body_truncated": true,
"match_count": 3,
"status_code": 200,
"injected_headers_checked": [

"<HOST>"
]
}s
"matcher_evidence": [
{
"pattern": "propertySources",
"part": "body",
"context": "{'activeProfiles': ['prod'], 'propertySour.."
I3
{
"pattern": "activeProfiles",
"part": "body",
"context": "{'activeProfiles': ['prod'], 'propertySour.."
}
I,

"response_snippet": "{'activeProfiles': ['prod'], 'propertySource..",
"extracted_results": [],
"scan_target_mismatch": false
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BEPOMUMKT OT NPOTUBHOTIO

"verification_tag": true,

"severity": "low"

"verdict":
JHANOUHT /actuator/env OTKpbIT U OTAAET propertySources c KoHuUrypauuen
(200 + actuator JSON). FP curHanel He cpaboTanu: He WAF, npoaykT
coBnagjaeT, ycnoeue matcher'a BbinonHeHo. Haxogka true; 3Ha4deHuA
YYBCTBUTENbHbIX KAYEA MAaCKUpOBaHbl (*¥****x)
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BEPOMUMKT OT NPOTUBHOTIO

FP curHanbi:
waf_or_block page X He cpaboTan He cTpaHuua 61OKUPOBKMU
wrong_product X He cpa6oTan HacToAwMn actuator JSON

matcher_contradiction X He cpaboTan  propertySources + activeProfiles B body
placeholder_value X He cpaboTan  peanbHaa KOHOUTrypauua, He 3arjyuwka
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YBEPEHHOCTDb YEPE3 ATAKY

// aTakyem BepauKT - 6annbl M3 Tabnuupl AKopewn

"confidence_score": 0.75,

"confidence_anchor": "F", // noaTBepxaeHne no KOHTEHTY
"confidence_red_team_count": 0,

"confidence reason code": "endpoint exposed values masked"
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MAPLWPYTU3IALUMNA

BepankT «He 3Haw» / conf < nopora

lleTepMnHMpoBaHHble guardrails

Knacc ¢anHauHra dkcnepT/UN-aHanuTUK

KadyecTBO AoKa3aTeNbCTB

BaxHOCTb $alHAMHIa
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DEPARTURES

PE3YJNbTATDbI

Mogenb qwen36-fp8

844 pa3mMe4yeHHbIX BepaUKTOB

26 .

05 .

2026

MO W

MpomnT precision recall F1 TP FP FN
«[OKaXU npaBay» 0.992 0.852 0.917 701 5 122
«UWKN NOXb» 0.984 0.989 0.945 814 13 9
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UTorm

[MloaroToBka MallMHOYUTAEMbIX AOKA3aTeNbCTB

[flonck FP-curHanoB npu BbiICTaB/IeHUN BepAUKTa

YBEpeHHOCTb Yepe3 aTaky Ha BepaukT

MapwpyTusauma Ha skcnepta/UN-aHannTmuka
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