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oTBeYaw 3a pasButue TexHonoruum SOC B PT X

6onee 5 net B SOC Ha pa3/MYHbIX AOMKHOCTAX

23 ropga B npakTudeckoun Wb

HeMHOro mnaguwe npoTtokona IPv4
CWIbHO CcTapue 4em IPv6

OAHaXAbl CMOr ycTaHoBUTb Win95 ¢ ky4um 3%"” pucket
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2

Finding >

Static variables > ngrok | tcp 3889

ding, dynamic

Detecting ngrok with Logpoint

ss_journal

CMDLine
Creating an RDP tunnel by ngrok leaves a source address value of ::%16777216 in the system’s

range

RDP event logs. Defenders can use this artifact to hunt down reverse RDP tunnels in their

environment.

Finding > Source Ne
soft-Windows-TerminalServices-LocalSessionManager”,

Static variable > :%16777216 1lServices-RemoteConnectionManager”])

[_i1d=4779)) (source_addres %16777216" OR eventxml.address= 16777216")
— _

Query > Rapid ponse: Logins.01.0 - 1149 RDP Logins

R LOGPOINT

https://news.sophos.com/en-us/2022/07/14/rapid-response-the-ngrok-incident-guide/

https://www.logpoint.com/en/blog/a-deep-look-at-the-darkside-ransomware-operators-and-their-affiliates/
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Ewe npumepb YNOMUHAHUU

NTorn npoekToB No paccneqoBaHnio MHUMAEHTOB U PeTPOCNeKTUBHOMY aHanuly — 2023-2024

Yalle Bcero no npotokony RDP) K BHYTPeHHUM pecypcam NHGpacTpyKTypbl
Conep)KaHme: 3aKasuyuka. [Mpwn ncnonb3oBaHun Ngrok HeT BO3MOXHOCTY onpeaennTs IP-agpec yana
aTtakylioLero, MoCKosbKy CEPBUC UCMOSb3YeT COBCTBEHHYIO CETEBYIO
06 uccnegoBaHum WHGPaCTPYKTYypY AN opraHn3aLuni NOAKMNOYEHNS, YTO AaeT 3M10yMbILLIEeHHNKaM

[LononHuTeNnbHoe NpenmylLecTso. Ha ¢akt ncnonb3oBaHns Ngrok MoxeT ykasbiBaTb
Peslome Hanuuune 3HauveHns %16777216 s none IP-agpeca NCTOYHMKA XypHanos
noaknoyeHus (OC Windows) Ha KOHEYHOM y3ne (B Ka4ecTBe A0MONAHUTENbHOIO
npu3Haka; camo no ceée 3HauyeHue %16777216 moxeT ¢urypnpoBaTb B XypHanax n

PT ESC IR: nogsoaum o6Lune ntorun .
npu NCNONb30BaHNN NHbIX peLleHniA, Hanpumep RDG).

paboTbl

https://ptsecurity.com/research/analytics/itogi-proektov—po—rassledovaniyu—inczidentov—f—retrospektivnomu—analizu—2023—2024/#id18
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U emye npumepsbl YNIOMUHAHUM

3noyMbILLNEHHVKN NpruberatoT K NCnorb:
g. T1572) nnm |

) NO HECKONbKNM

Bo-nepsbix, 3T0 No3sonseT obonTucs 61
BOVITU B CUCTEMY B LIENEBOMN UHPpPacTpy
noapsa4vka. Mpy 3Tom 3a4acTyio aTakyi
HacTPOEHHOM MOHUTOPUHIe NOAKMOYEH
anpecos (Hanpumep. NpUHaANEeXaLLX M
CUrHanNoM TPEBOTN AN COTPYAHUKOB CIT!

3aduKCHPOBaHa, TO, CKopee BCero, Mocr ., - ...

Tak. Hanpumep, Npu 0bbiYHOM NoakioYeHUn No npotokony RDP B xypHane Microsoft-Windows-
TerminalServices-LocalSessionManager/Operational.evtx mbl yBuaum cobbitna nogknioyerns (ID
21) nnn nepenogknioyerns (ID 25). raoe B none ncToyHvKa noaknioyeHns byaneT ykasaH IP-agpec
3noyMbllNeHHVKa (BHelwHW IP-agpec, ecnn cucTtema A0CTYNHa U3 UHTERHETA A BHYTDEHHIIA 1P -
afpec Apyron CKOMNPOMETUPROBaHHQiGHeTSMbY: ECAN NOAKNOYEHNE No RDP BEINO/AHEHO Yepes

YTUNUTY ONa TYHHENNPOBaHWA, B XXYpPHane B Ka4eCTBe NCTOYHMKa NOAKIIOYEHNA 6Y,£1€T YKasaHo

3HaveHwe ~%16/77216 — OHO He HeCeT HUKaKon nHpopmMaumnm o NoAKNUMBLLIENCS cucTeme. B
DonblUMHCTBE cnyyaes Takol apTedakT ByaeT NULLb NPU3HaKOM NOAKNIOYEHNS Yepes yTUANTY
TYHHENMPOBaHUS.

e —

KaK cneacTemne. 3SnoyMbINEHHWKW NOTEPSAIOT AOCTYN K L»1H¢>paCprr<Type

https://securelist.ru/trusted-relationship-attack/109620/
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3a4yeM XO0AUTb HA KOHPepeHUUN?

=

024 R
KocTs, 3agai sonpoc! - "
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EVENT ID 1149

{3] Ceoiictea cobbimmii - CoBbrmue 1149, TerminalServices-RemoteConnectionManager R . . R
- <Event xmIns="http://schemas.microsoft.com/win/2004/08/events/event">

- <System>
Obuwe  MoapoGrocu <Provider Name="Microsoft-Windows-TerminalServices-RemoteConnectionManager" Guid="{c76|
340b4b24157f}" />
Cnyx6Bbl yaaneHHbix paboumnx cTonos: ¥YcnewHas Nnposepka NOANMHHOCTM NONb30BATENS: <EventID>1149</EventID>
<Version=0</Version>
Monbzoeatens: Administrator <Level>4</Level>
Nomen: CYBERDYNE <Task>0</Task>
Aapec nctounuka cetw: :%16777216 <Opcode>0</Opcode>
<Keywords=>0x1000000000000000</Keywords
. ) . : . . % <TimeCreated SystemTime="2024-11-12T10 7.0700314Z" />
Wms xyprana:  Microsoft-Windows-TerminalServices-RemoteConnectionManager/Operational <EventRecordID>381 </EventRecordID>
TerminalServices-RemoteCo  Jlata: 11.11.2024 22:58:37 3 -<C0rre|a.tion ActivityID="{f420828b-337b-42ac-b1a8-a266903600003}" />
<Execution Processl 72" ThreadID="10188" />
Koa 1149 Kareropua sagauu: OtcyTcreyer <Channel>Microsoft-Windows-TerminalServices-RemoteConnectionManager/Operational </Cha
<Computer>wks04.cyberdyne.com</Computer=

<Security UserID="8-1-5-20" />
Monkz0B.: NETWORK SERVICE Komnetotep: wks04.cyberdyne.com </System>

WcTounnk:
YposeHs: Ceeperuna Kntouesbie cnosa:

Koa onepauun: Ceeaeruna - <UserData>
- <EventXML xmins="Event_NS">

MoapoGroctu:  Cnpaexa e Vnteprere ana. <Param1>Administrator</Param1>
<Param2>CYBERDYNE </Param2>
<Param3>::9%16777216</Param3>

</EventXML>

Konuposate 3aKkpbiTe </UserData>

</Event>

XypHansl npunoxeHuh n cnyx6 > Microsoft > Windows > TerminalServices-RemoteConnectionManager > Operational
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IPv4d 32 6ura
Internet address value Meaning §
"43.2.16" Decimal 3
"004.003.002.020" Octal ‘
"0x4.0x3.0x2.0x10" Hexadecimal E
"4.003.002.0x10" Mix I
PS C:\Users\user> ping 1539747520
ObmeH naketamu € 91.198.174.192 no ¢ 32 bauTaMM [aHHLIX
Control-C
https://datatracker.ietf.org/doc/html/rfc791 ;
https://ru.manpages.org/inet_aton/3 ]
https://learn.microsoft.com/ru-ru/windows/win32/api/wsipv6ok/nf-wsipv6ok- inet _addr
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Kakne 6biBatoT IP-appeca?

IPv4d 32 6uTa -~ IPv6e 128 6ur

i | MpeanoyTUTeNbHaa ¢opMa — X:IX:IX:IX:IXIX:IX:X, X — WeCTHaauaTepuyHble
| 3HayeHuAa BOCbMM 16-pa3pApHbIX pparMeHTOB agpeca.

"43.2.16" Decimal :

Internet address value Meaning

) N . | ; FEDC:BA98:7654:3210: FEDC:BA98:7654:3210
004.003.002.020 Octa | 1080:0:0:0:8:8:800:200C: 417A
"0x4.0x3.0x2.0x10" Hexadecimal E
JocTyneH cneuuanbHbii CUHTAKCUC ANA CXaTuUA Hynew:
"4.003.002.0x10" Mix  FF01:0:0:0:0:0:0:0:43
! FFO1::43

c:\Users>ping 2620-0-862-edla--1.ipv6-literal.net

o
v
~
w
I
w
n
L

ser> ping 1539747520

[@]
o

bmMeH naketamu C 91.198.174.192 no c 32 6alTaMM [aHHLIX:

(2]

Pinging 2620:0:862:edla::1 with 32 bytes of data:

MTAL, o V pe— W rF.=211..4 F S | e 2 e
https://datatracker.ietf.org/doc/html/rfc791 } https://datatracker.ietf.org/doc/html/rfc4291
https://ru.manpages.org/inet_aton/3 0 https://datatracker.ietf.org/doc/html/rfc1924

https://1earn.microsoft.com/ru-ru/windows/win32/api/wsipv60k/nf-wsipveok-inét_addr
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Kakne 6biBatoT IP-appeca?

IPvV6 128 6uT  HeT HMuYero noxoxero Ha 3TO

MOryT Tam BCTpeYaTbCA CUMBOAbI % °?
MoryT:

Scoped literal IPv6 addresses : :%16777216

(with zone index)

- fe80::1ff:fe23:4567:890a%3
- fe80::1ff:fe23:4567:890a%eth2

https://datatracker.ietf.org/doc/html/rfc4007
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Mlopa BbiABUIraTb rMnotTesy U NpoBepAThH

HeT HMYero nmnoxoxero Ha 3TO Ho Ha caMoM Jgene ecThb

16 777 216,.. = 01 00 00 00, .,
T.e. O4HAa eAMHWLA U MHOrOo HyJei

. :%16777216 P

agpec localhost B IPv6 - 3TO Toxe opgHa
eANHMLA U MHOro Hynewn

MnoTes3a:
::%16777216 B nore - 3TO «CTpaHHaa»
dopma 3anucu IPv6 apgpeca ::1
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YTOYHUM HeMHOTroO rmnoTesy

::%16777216 B nore - 3TO «CTpaHHaaA» Mpowe B npoBepKe rmnortes3sa:

dopma 3anucu IPv6 apgpeca ::1
::%16777216 B nore - 3TO «CTpaHHaa»

dopma 3anucu IPv6 apgpeca ::1,

OTKyna 6epétcAa «CTPAHHOCTb»? FEEGICEIINER) (1 B8 ol

Kak npoBepATb?
- BUWHOBAT ngrok? | B3ATb 4TO-HMOYAb Apyroe M NpoBECTMU
- BUWHOBAT He ngrok? § SKCNepuMeHT

https://github.com/anderspitman/awesome-tunneling
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9333KCNepUMeHTHl!

ngrok? localtunnel? ...

ssh -L 33389:[::1]:3389 pc.testlab.lan

L Moakniouenme k YAaneHHomy
¥ pabouemy crony

=

| AamuHuctpatop: KomanaHaa crpoka

PolicyAgent

| [svchost.exe]

EPRSTCON . 26 .05.2026

TCP [::1]:3389 [::1]:57888 ESTABLISHED
.. . y TermService
[1]3389 [svchost.exe]
TCP [::1]:57888 [::1]:3389 ESTABLISHED
[sshd.exe]
UbDP 0.0.0.0:123
LID2ATS mn
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Mapa cnos npo API Monitor

API Monitor is a free software that lets

you monitor and control API calls made
by applications and services.

Its a powerful tool for seeing how
applications and services work or for
tracking down problems that you have in
your own applications.

http://www.rohitab.com/apimonitor

& Home W Forums N3 IRC (@) code [ Paste

rohitab.co

...feed your brain

rohitab.com

API Monitor Change Log

i Changelog for API Monitor
Articles

Home API Monitor

Version 2.0 (Alpha-ri3)

API Monitor

Click here for more info and screenshots...
March 14, 2013

API Monitor v2 is currently in Alpha.
32-bit and 64-bit versions are now a
Now.

@ Save Capture
@ Monitor Windows 8 Metro applications
@ View Asynchronous I/O

Save Capture and Monitor Metro app «
release, which includes 2500 new AP
information and screenshots

Pause Monitoring and Process Notifications

@ 2500 new API's and 500 new COM Interfaces

@ Improved Portable Version

@ Launch Multiple Instances

@ Bug Fixes

EPRSTCON . 26 .05.2026 MOCKBA W BE3JOE
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Kak HaMTuM HYXHbIKW npouecc?

Q
Ei

= .
= C O .

Process

[@)svchost.exe
|svchost .exe
svchost.exe

| svchost .exe
svchost.exe
svchost.exe
svchost.exe

‘| svchost exe

@X 2 || 1 gl | ...L.M -

le Options View Process Find Users DLL Help

‘Command Line PID‘ CPU] Private Bytes| Working Set | Description

C:\Windows'system32\svchost.exe « RPCSS
C:\Windows\system32\svchost .exe « DcomLaunch ¢ s LSM

C:\Windows\System32\svchost.exe « Network Service -s TermService Image Performance Performance Graph

C:\Windows\System32\svchost exe  LocalServiceNetwork Restricted -p -s Imhosts Services Threads TCP/IP
C:\Windows\system32\svchost .exe « LocalService p s nsi

C:\Windows\system32\svchost exe « LocalService s W32Time [[] Resolve addresses
C:\Windows\System32\svchost exe « LocalSystemNetwork Restricted 9 s NcbService :
C:\Windows\system32\svchost exe « LocalServiceNetwork Restricted p -s TimeBroke... Prot.. Local Address

TCP  0.0.0.0:3389
UDP  0.0.0.0:3389

Description Company Name TCPV6 [0:0:0:0:0:0:0:0):3389
User Profile Basic AP| Microsoft Comporation UDPV6 [0:0:0:0:0:0:0:0]:3389
propsys.dil Cucrema ctpanuu csoitcts (Maitk... Microsoft Comporation System32\propsys di

R000000000006.clb

Nindows'\Registration\R000000000006.clb

rdpbase dll Rdp OneCore Base Services Microsoft Corporation ndows\System32\rdpbase dl

rdpcorets dll Bubnuotexka DLL RDPCore cnyx6... Microsoft Corporation

rdpcorets. dll. mui Bubnuotexa DLL RDPCore cnyx6... Microsoft Corporation

rdpserverbase dll Rdp Server OneCore Base Services Microsoft Corporation

regapi.dil Registry Configuration APls Microsoft Comporation System32\regapi dll
Resource Manager Client Microsoft Comporation System32\mclient dll
BubnuoTeka yaanerHoro sbizosa ... Microsoft Corporation System32\mpcrt4.dil
Microsoft Enhanced Cryptographic... Microsoft Corporation A \System32\rsaenh dll

# svchost.exe:1068 (NetworkService -s TermService) Propert...

Security Environment

Remote Address ~ State
0.0.0.0:0 LISTENING

[0:0:0:0:0:0:0:01:0 LISTENING

Disk and Network

‘ Company Name

O X

GPU Graph
Strings

Service

TermServic
TemServic
TermServic
TemServic

EPRSTCON

261

©5.2026 . MOCKBA W BE3JOE

SCALE: L]
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PaccnepoBsaHue

@mE 0 s =Y )
= e M )~ Return Value Error  Durati
RDPBASE.dII b e OTYCTTR
termsrv.dll GetNamelnfoW ( 0x000000a
RDPBASE.dII G
RDPBASE.dIl

Parameters: GetNamelnfoW (Ws. din

£  Type Name Pre-Call Value |5 Post-Call Value

const SOCKADDR* = @ pSockaddr Dacdfaf 0x000000acdf8ff320

320

. SOCKADDR { sa_family = AF_INET, sa_data = "} | { sa_family = AF_INET, sa_data = ~ }

u_short @ sa_family AF_IN AF_INET
char [28] H ¢ sa_data
socklen_t @ SockaddrLength
#H @ pNodeBuffer
@ NodeBufferSize

EPRSTCON . 26 .05.2026 . MOCKBA W BE3JOE SCALE
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PaccnenosaHMe

- RDPBASE.dII G oW NULL, 0, NI_NUMERICH
+-[8] C:\WINDOWS\System32\svchost.exe - PID: 1184

11:03:43.324 PM RDPEASE.dII 5 fow NULL, 0, NI_NUMERIC !
+)-[8E] CA\WINDOWS\System32\rdpclip.exe - PID: 11848
-85 CAWINDOWS)\System32\rdpclip.exe - PID: 13472 11:03:43.324 PM RDPBASE.dll > neinfoW 3 5 , NULL, O, NI_NUMERICHOST ) ERROR_SUC
[ CAWINDOWS\System32\rdpclip.exe - PID: 14320 11:03:43.395 PM termsrv.dll 5 nelnfoW ) , 64, NULL, 0, NI_NUMERICHOST ) ERROR_SUC
11:03:43.399 PM RDPBASE.dll 5 ne V , 128, 7, NULL, 0, NI_NUMERICHOST ) ERROR_SUC
11:03:43.399 PM RDPBASE.dll 5 fow , 128, 7, NULL, 0, NI_NUMERICHOST ) ERROR_SUCC
11:04:14.377 PM RDPEASE.dII ! \ NULL, 0, NI_ ICHOS ERROR_SUCCES
11:04:14.377 PM RDPBASE.dlI Na oW NULL, 0, NI_NUMERICHOS ERROR_SUCCESS
11:04:21.757 PM RDPEBASE.dII J oW NULL, 0, NI_NUMERICHOS ERROR_SUCCESS
11:04:21.757 PM RDPEBASE.dII setNamelnfoW X 5, NULL, 0, NI_NUMERICHOST ) ERROR_SUCCESS
11:04:28.324 PM termsrv.dl \ W ( 0x000000ace25f890, 28, **, 64, NULL, 0, NI_NUMERICHOST } ERROR_SUCCESS
06:01.451 PM RDPBASE.dll 5 fow 025, NULL, 0, NI_NUMERICHOST ) ERROR_SUCCESS
11:06:01.451 PM RDPBASE.dll G fow NULL, 0, NI_NUMERICHOST ) ERROR_SUCCESS
11:06:07.198 PM RDPEASE.dII setNamelnfoWw , 16, ™%, 1025, NULL, 0, NI_NUMERICHOST ) ERROR_SUCCESS
11:06:07.198 PM RDPEBASE.dII GetNamelnfow 16,7, NULL, 0, NI_NUMERICHOST ) ERROR_SUCCESS
termsrv.dl 5 oW , ", 64, NULL, 0, NI_NUMERICHOST ) ERROR_SUC
11:06:07.248PM 13 RDPBASE.dll ! v , 128, *, 1025, NULL, 0, NI_NUMERICHOST ) ERROR_SU
11:06:07.248PM 1 RDPBASE.dll Set! W , 128 025, NULL, 0, NI_NUMERICHOST ) ERROR_SUCC

Type Name Pre-Call Value J Post-Call Value

const SOCKADDR* = @ pSockaddr 0x000000ace25ff890 0x000000a ce25ff890 0 0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 Ol fe 7%
SOCKADDR = ¢ { sa_family = AF_INET6, sa_data = ... {sa_family = AF_INET6, sa_data =~}

u_short @ sa_family AF_INET6 AF_INET6

char [28] H ¢ sa_data

socklen_t @ SockaddrLength

WCHAR H @ pNodeBuffer )00002186a141¢h0 **
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PaccnepgoBaHue

g s - 11:03:38.704 PM RDPBASE.dII W ), 16, 3 . 0, NI_NUMERICHOST ) ERROR_SUCCESS 0.0000013
+)-[85] C:\WINDOWS\System32\svchost.exe - PID: 1184 -
11:03:43.324 PM RDPBASE.dll v , 16, ™%, 1€ , 0, NI_LNUMERICHOST ) ERROR_SUCCESS 0.0000023
-] CAWINDOWS\System32\rdpclip.exe - PID: 11845 11:03:43.324 PM RDPBASE.dll 6 0, NI_NUMERICHOST ERROR_SUCCESS
:03: v 4 v , 16, .0, ICHOS RROR_SUCCESS
5[] CAWINDOWS\System32\rdpclip.exe - PID: 13472 s = CHOST) = >

5[5 CAWINDOWS\System32\rdpclip.exe - PID: 14320 11:03:43.395 PM termsrv.dil GetNamelnfoWw , 16, ™", 64, , 0, NI_NUMERICHOST ) ERROR_SUCCESS
AW \ Yy 32 . - H 20

Type Name Pre-Call Value | Post-Call Value

const SOCKADDR* E @ pSockaddr 0x000000ace25ff890 0x000000ace25ff890

SOCKADDR =3 ¢ { sa_family = AF_INETS, sa_data = ... {sa_family = AF_INET6, sa_data = ""}
u_short v sa_family AF_INETE AF_INET6
char [28] H ¢ sa_data

socklen_t ¢ Sockaddrlength ¢ 28
PWCHAR #H ¢ pNodeBuffer Ox000002

vXUUUUUL

Type

const SOCKADDR* = @ pSockaddr 0x000000ace25ff890 0x000000ace25ff890

SOCKADDR 8¢ {sa_family = AF_INET6, sa_data = ... {sa_family = AF_INET6, sa_data ="}
u_short @ sa_family AF_INETE AF_INETE

char [28] H ¢ sa_data

socklen_t @ Sockaddrlength 28 28

PWCHAR H @ pNodeBuffer 0x000002186a141¢b0 ™ 0x000002186a141¢ch0

EPRSTCON
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GetNameInfold

C++

INT WSAAPI GetNameInfoW(

[in] const SOCKADDR *pSockaddr, _
SET e ——— NI_NUMERICHOST BO3BpallaeT 4YUC/IOBYH

[out] PWCHAR pNodeBuffer, ¢OpMy MMeHWU y3J1a BMeCTO €ro UMeHwu
[in] DWORD NodeBufferSize,

[out] PWCHAR pServiceBuffer,
[in] DWORD ServiceBufferSize,
[in] INT Flags

4, NULL, O, NI_NUMERICHOST )

Getllamelnfo"" | Ox000000acdfaff320, 16, 7, 4, NULL, O, NI_NUMERICHOST

https://learn.microsoft.com/ru-ru/windows/win32/api/ws2tcpip/nf-ws2tcpip-getnameinfow
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SOCKADDR

IPv4 sockaddr_in

struct sockaddr_in {
short sin_family;
u_short sin_port;

struct in_addr sin_addr;
char sin_zero[8];

IPve sockaddr _iné6

struct sockaddr_

short
u_short
u_long
struct
u_long

in6 {

sin6_family;
sin6_port;
sin6_flowinfo;
in6_addr sin6_addr;
sin6_scope_id;

EPRSTCON . 26 .05.2026 . MOCKBA
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SOCKADDR

fim (3 | F
(#-{ 8] C:\Windows\System32\svchost.exe - PID: 1068 Time of Day Thread Module Q, Return Value

Error Duration
[#-[85] C\Windows\System32\rdpclip.exe - PID: 8260

11:02:43.598 PM 5 RDPBASE.dlI fow NI_NUMERICHOST ) ERROR_ : 0.0000034
11:02:43.598 PM 5 RDPBASE.dll GetNamelnfoW ( 2 025, NULL, 0, NI_NUMERICHOST) ~ ERROR_SUCCESS 0.0000019
11:02:57.411PM 7 termsrv.dil GetNamelnfoW ( 0x000000b47a3ff210, 28, =, 64, NULL, 0, NI_NUMERICHOST ) ERROR_SUCCESS 0.0000084

Parameters: GetNamelnfoW (W diy v o X
# Type Name Pre-Call Value Post-Call Value

1 const SOCKADDR* = @ pSockaddr 0x000000b47a3ff210 0x000000b47a3ff210

. SOCKADDR { sa_family = AF_INET6, sa_data = "} | { sa_family = AF_INET6, sa_data = ""}
u_short @ sa_family AF_INET6 AF_INETE
char [14] H ¢ sa_data - -

socklen_t @ SockaddrLength 28

PWCHAR # ¢ pNodeBuffer 0x000001d8de7c1a20 ™"

DWORD @ NodeBufferSize

PWCHAR H @ pServiceBuffer

DWORD @ ServiceBufferSize

INT @ Flags NI_NUMERICHOST NI_NUMERICHOST
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SOCKADDR

e o <Set Name="IPPROTO_PGM" Value="113"/>

hitab.com > APIMonitor > APl > Headers Mowck e: Headers <Set Name="IPPROTO_L2TP" V81UE="115"/>
- : ‘ ; swep <Set Name="IPPROTO_SCTP" Value="132"/>
O . e o <Set Name="IPPROTO RAW" Value="255"/>
€ olehxml e 3:2 y . 3 < },/ Enum>

e patch.hxml

c; power.h.xml N 6:0 v w : < ,'/VE r iab 16‘ >

€ processeshxml - / : oke < ! = struct

e propsys.hxml S0C k a d d r -
© registy b ‘ : : v<Variable Name="struct sockaddr" Type="Struct">

e | P <Field Type="[ADDRESS_FAMILY ushort]" Name="sa_ family’

& scordhaml ' et foe o <Field Type="char [14]" Name="sa_data"/>

& security.hxml

- .

& services.hxml y d 8Kb < ,"'VE ria b le >
€ setup.hxml .

© shell.hxml

€ snmp.hxml

& sockets.hxml

C:\Program Files\rohitab.com\API Monitor\API\Headers\sockets.h.xml
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YnyqueHHb SOCKADDR

L9 L9

25 <!=- Arrays -—> 25 <!=- Arrays -->

26 <Variable Name="int [FD_MAX_EVENTS]" 26 <Variable Name="int [FD_MAX_EVENTS]" Type="Array" Base="1int" Count="10" />

27 <Variable Name="TCHAR [WSAPROTOCOL_LEN + 1]" 27 <Variable Name="TCHAR [WSAPROTOCOL_LEN + 1]" Type="Array" Base="TCHAR" Count="256" />

28 <Variable Name="DWORD [MAX_PROTOCOL_CHAIN]" 28 <Variable Name="DWORD [MAX_PROTOCOL_CHAIN]" Type="Array" Base="DWORD"

29 <Variable Name="char [WSADESCRIPTION_LEN + 1]" 29 <Variable Name="char [WSADESCRIPTION_LEN + 1]" Type="Array" Base="char" Count="257" />

30 <Variable Name="char [WSASYS_STATUS_LEN + 1]" 30 <Variable Name="char [WSASYS_STATUS_LEN + 1]" Type="Array" Base="char" Count="129" />

31 <Variable Name="char [14]" 31 <Variable Name="char [14]" Type="Array" Base="char" Count="14" />
> 32 <Variable Name="char [30]" Type="Array" Base="char" Count="30" />

iy ~/ vai 1au e ziv -/ vai 1au e

218 219

219 <!-= struct sockaddr -—> 220 <!=-- struct sockaddr -->

220 <Variable Name="struct sockaddr" Type="Struct"> 221 <Variable Name="struct sockaddr" Type="Struct">

221 <Field Type="[ADDRESS_FAMILY ushort]" Name="sa_family" /> 222 <Field Type="[ADDRESS_FAMILY ushort]" Name="sa_family" />

222 <Field Type="char [14]" Name="sa_data" /> 223 <Field Type="char [30]" Name="sa_data" />

223 </Variable> 224 </Variable>

224 <Variable Name="struct sockaddrx" Type="Pointer" Base="struct sockz 225 <Variable Name="struct sockaddrx" Type="Pointer" Base="struct sockaddr"

225 <Variable Name="const sockaddrx" Type="Pointer" Base="struct sockz 226 <Variable Name="const sockaddrx" Type="Pointer" Base="struct sockaddr"

226 <Variable Name="const struct sockaddrx" Type="Pointer" Base="struct sockz 227 <Variable Name="const struct sockaddrx" Type="Pointer" Base="struct sockaddr"

227 228
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MfloBTOp 3KCcnNnepuMeHTa

Tenepb HarnapHo
%16777216

BUOAHO,

noyemy

nonydyaertTcda MUMEHHO

, 16, ™, 64, NULL, 0, NI_NUMERICHOST ) ERROR_SUCCESS

17 11:06:07.243 PM 38 termsrv.dll GetNamelnfoW |( 0.000
18 11:06:07.248 PM 13 RDPBASE.dlI GetNamelnfoW | , 128, **, 1025, NULL, 0, NI_NUMERICHOST ) ERROR_SUCCESS 0.0000054
19 11:06:07.248 PM 13 RDPBASE.dlI GetNamelnfoW | , 128, **, 1025, NULL, 0, NI_NUMERICHOST ) ERROR_SUCCESS 0.0000016
I

Pre-Call Value & Post-Call Value A d zl Uz E]4 Els 8_;
0x000000ace25ff890 0x000000ace25ff890 17 :.g.l a0 QQ‘:..;. oo 00 -;.ngu;. 00 00 00 00 ) 00 00 ) 00 00 00 00 0 )3 00 L. 0 00 00 01
{ sa_family = AF_INET6, sa_data = ... {sa_family = AF_INET6, sa_data = "] /
AF_INETE AF_INETE struct (sockaddr_in6 {

- . . Calculator [N = O X

short sin6_family; o
28 28 . = Programmer
0x000002186a141¢cb0 000002186a141cb0 ":%:16777216 u_shor‘t 51n6—port’
64 64 — u_long sin6_flowinfo; 16 777 216
NULL NULL struct 1in6_addr sin6_addr; i i
. e —— I DEC 16777216
0 0 u_long sin6_scope_1id; ocT 100000000
R LR L I R Y 3 R LR L I R T 3 N . BIN 0001 0000 0000 0000 0000 0000 0000
> }’ .0 e =
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YTOUYHAEeM rmnoTesy

Ha Bxon GetNameInfoW npu ucnonb3oBaHuu
IPv6 no Kakon-To MNpuYuMHe nocTynaeTt
«ucriopyeHHasa» cTpykTypa sockaddr_iné6,
3Ha4vyeHne IP-agpeca B KOTOPOU «CABUHYTO»
Ha 4 6anTa Bnpaso

A Kak npoBepuTb? Jlerko

C:\Users\Administrator.CYBERDYNE>ipconfig

HacTpo#ka npotokona IP ana Windows

Apantep Ethernet Etherneto:

DNS-cyddukc noaxnwyeHua . . . . . : cyberdyne.com

NokaneHuld IPv6-agpec kaHana . . . : fe8@::8c59:7475:b79:39a1%7
IPv4-agpec. . . . . « « « « « . . : 192.168.223.37

Macka nogcetT™¥ . . . . . . . . . . : 255.255.255.0

OCHOBHOM WAKW3. . . . . . . . . : 192.168.223.254

Calculator

= Programmer

©)

A139 790B

2704898 315

24116 274 413

1010 0001 0011 1001 0111 1001 0000 10)i 1

2 704 898 315

"UserData": {
"EventXML": {
"xmins": "Event_NS",

"Param1": "Administrator”,

Param2": "CYBERDYNE", P
"Param3": "0:0:fe80::8¢59:7475%2704898315"
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frae npoABnfaerca npoébnema?

Event 4778, Microsoft Windows security auditing. Event 4779, Microsoft Windows security auditing.

General Details General Details

A session was reconnected to a Window Station. A session was disconnected from a Window Station.

L 1 149 Subject: Subject:
Account Name: administrator Account Name: administrator
Account Domain: CYBERDYNE Account Domain: CYBERDYNE
Logon ID: 0x17CDOCB Logon ID: 0x17CDOCB

47 7 8 Session: Session:

Session Name: RDP-Tcp#1 Session Name: RDP-Tcp#1

- 4779 [Additional Information: Additional Informatio
Client Name: WKS06 Client Name: WKS06
Client Address: 0:0:fe80::4088:817e%2237220336 Client Address: 0:0:fe80::4088:817e%223722033

This event is generated when a user reconnects to an existing Terminal Services session, or when a user switches to

an existing desktop using Fast User Switching. This event is generated when a user disconnects from an existing Terminal Services session, or when a user switches
away from an existing desktop using Fast User Switching.

Log Name: Security Log Name: Security
Source: Microsoft Windows security Logged: 30.05.2025 12:32:05 Source: Microsoft Windows security Logged: 30.05.2025 12:32:41

Event ID: 4778 Task Category: Other Logon/Logoff Events Event ID: 4779 Task Category: Other Logon/Logoff Events
Level: Information Keywords: Audit Success Level: Information Keywords:  Audit Success

User: N/A Computer:  dc0l.cyberdyne.com User: N/A Computer:  dcOl.cyberdyne.com
OpCode: Info OpCode: Info

More Information: Event Log Online Help More Information: Event Log Online Help

XypHanel npunoxeHuih u cnyx6 > Microsoft > Windows > TerminalServices-RemoteConnectionManager > Operational
Windows Logs > Security
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A MOXeT B MHTepHeTe yXe BCE&€ ONMUCAHO?

Invalid client IP address in security event ID 4624
in Windows 7 and Windows Server 2008 R2

Applies to: Supported versions of Windows Client

4, | Summarize this article for me

This article provides a resolution to an issue where event 4624 and an invalid client IP address and port number are generated

when a client computer tries to access a host computer that's running RDP 8.0.

Applies to: Windows Server 2008 R2 Service Pack 1, Windows 7 Service Pack 1
Original KB number: 3097467

Symptoms

Assume that the Remote Desktop Protocol (RDP) 8.0 update for Windows 7 and Windows Server 2008 R2 (KB2592687) is
installed and enabled through policy settings. When a user's remote desktop logs on to that computer, security event ID 4624

is logged and shows an invalid client IP address and port number, as follows:

https://learn.microsoft.com/en-us/troubleshoot/windows-client/remote/invalid-client-ip-address-port-number-event-4624
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A MOXeT B MHTepHeTe yXe BCE&€ ONMUCAHO?

Invalid client IP address in security event ID 4624

Cause

This issue occurs because of a code change in RDP 8.0. In RDP 8.0, the client IP address is stored
_—ﬁ_/\
in a WTS_SOCKADDR structure. This differs from RDP 7.0 (the default RDP version in Windows 7

- e
and Windows Server 2008 R2).

In Windows 8 and Windows Server 2012 (and later versions of Windows), the code logic for

logging this event is rewritten based on the new design. That prevents this issue from occurring.
-z 7

https://learn.microsoft.com/en-us/troubleshoot/windows-client/remote/invalid-client-ip-address-port-number-event-4624
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HacTano BpeMa HeMHOro nope6axuTb

HeouyeBuaAHbBIE CNOXHOCTM  Heb6onbwune nampxakwm

ssh.exe - ynobHo, Ho He Bcerna Y MS ecTb ypobHaa ytunuta - devtunnels

ApeHAoBaTb BUPTYaNKy C aKTyaJbHOM

Bepcmeﬁ WindOWS, 4yTOObI 6HCTpO NpoBepUTb i MozBonaeT «np06pOCMTb» nopT 4epes MHTepHeT,
runoTesy - napa MUHYT . TaK xe, Kak u ngrok
Bo3utbca c OTKprTMeM SSH anda lEl'oc'ryna PS C:\Users\administrator.CYBERDYNE> .\devtunnel.exe host 3389
i Hosting port: 3389
CHapyXu - TakK cebe noed ! Connect via browser: https://x55dtvz1-3389.euw.devtunnels.ms

Inspect network activity: https://x55dtvz1-3389-inspect.euw.devtunnels.ms

Ready to accept connections for tunnel: jolly-shoe-1lnpdkwf.euw
ApE‘H.EI,OBaTb ABe — B [ABa pa3a Aopoxe 2/ [

1 https://learn.microsoft.com/ru-ru/azure/developer/dev-tunnels/get-started
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HacTano BpeMa HeMHOro nope6axuTb

HeoyeBuagHbBEe CJTOXHOCTMHU He6onbuwue nampxakwm
To4ykn ocTaHOBa B Xone yAaneHHoro E - MHOrume oTJ1aA4ukKn no3BOJIANT OTJ/IaXUBATb
noaKJw4eHNA = «3aCTpPATb B TeEKCTypaX» i yAaneHHo

. - devtunnel mMoxeT «npobpocuTb» cpasy [ABa

nopTa

i _ _h
| PS C:\Users\administrator.CYBERDYNE> .\devtunnel.exe host 3389 5000

| Hosting port: 3389

1 Connect via browser: https://ngx914s9-3389.euw.devtunnels.ms

| Inspect network activity: https://ngx914s9-3389-inspect.euw.devtunnels.ms

| Hosting port: 5000

1 Connect via browser: https://ngx914s9.euw.devtunnels.ms:5800, https://ngx914s9-50600.euw.devtunnels.ms
! Inspect network activity: https://ngx914s9-500@-inspect.euw.devtunnels.ms

3 Ready to accept connections for tunnel: new-horse-hSrht5p.euw
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HacTano BpeMa HeMHOro nope6axuTb

Heo4yeBuagHbL €

- HOpManbHbii Kog (HeT obdyckaummu)

CAJOXHOCTMH

- ecTb cumBobl (+100500 K ypave)

- Koga MHoro (-100500 k mopanu)

He6bonbwne nampxakwm

NMocne API Monitor yxe M3BeCTHO MecCTO,
rae npobnema npoABAAeTCA, HYXHO BCero
INb HAWTWU YYyTb paHblle MecTo, rge OHa
poxaaeTcs

Mpu oTnagke TOYKM OCTAHOBA MOXHO CTaBUTb
He TOJIbKO Ha ornpefjesieHHoe MecTO B Koje,
HO M Ha AOCTYyN K onpefeneHHbM y4YacTKam B
namatu (hardware breakpoints)

EPRSTCON

26 .

05 .

2026

MOCKBA

n

BE3AE

SCALE: L]



DRAWING N PST-001 REV. 1.0 -+ DRAFT

- SLIDE 31 / 41 -

HacTano BpeMa HeMHOro nope6axuTb

Bubnuoteka: rdpcorets.dll
MeToa: CUMRDPConnection: :GetClientData
Kycok koma: F3 41 OF 7F 86 10 ©C 0@ movdqu xmmword ptr [rl14+3088], xmmo

3aHocuT 128 6uT IPv6-agpeca KAMEHTA U3 peructpa xmmo@ B nNamAaATb MO cCMelleHuo rl4+3088
Bolwe BuAEH KOA, KOTOPbIM 3aHOCUT 3HadeHue 17h no cmeweHuw rl4+3076
3088 - 3076 = 12, 3anOMHUM 3TO

loc_18@1C73D7: ; CODE XREF: CUMRDPConnection::GetClientData(_WTS_CLIENT_DATA *)+A298C1j
10 45 E8 movups xmm@, xmmword ptr [rbp+var_18.u]
17 @0 00 e0 mov eax, 17h
41 89 86 @4 eC e ee mov [r14+3076], ax
41 @F 7F 86 10 eC ee movdqu xmmword ptr [rl4+3088], xmm@

SD D7 FS FF jmp loc_180124B53
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Ta camada cTpykTtypa WTS_SOCKADDR

HeTpyAHO 3aMeTUTDHb

: 00000000
} 00000000

: 00000002
- 17h cooTBeTcTBYeT KoOHCTaHTe AF_INET6 : 0000003
f ooo00004
: 00000020

{

};

J 00000006 struct _WTS_SOCKADDR // sizeof=0x20

USHORT sin_family;

// paddidg byte

// padding byte

union _WTS_SOCKADDR: :$2288C3058969AF37A9D9COF15090F76C u;

i 00000006 union _WTS_SOCKADDR: :$2288C3058969AF37A9D9COF15090F76C // sizeof

- B 3TOM MecTe BuauM 3anonHeHne WTS_SOCKADDR | 00000000

i 00000000

AaHHbIMM 06 IPv6-aapece KJ/MeHTa : boee000e

i 00000000

{

1

struct _WTS_SOCKADDR: :$2288C3058969AF37A9D9COF15090F76C: :
288C30589

69AF37A9D9COF15090F76C: :

5
struct _WTS_SOCKADDR: :$22

. 00000000 struct _WTS_SOCKADDR: :$2288C3058969AF37A9D9COF15090F76C: : $235307

- B CTpykType WTS_SOCKADDR 4 «nauwHux» 6anTa | eo00000

; 00000000

: 00000002
BblAeJsieHbl A1 BblpaBHUBAHWA 3 00000003

: 0000004
00000008
: 00000018
0000001C

{

}s

USHORT siné_port;
padding byte

// padding byte

ULONG siné_flowinfo;

USHORT sin6_addr ;

ULONG siné_scope_id;
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MapcUHr pAaHHbLIX KakK sockaddr_iné6

loc_18000FA83:

CTpoOKa AnAa 3anucu B nor dopmmpyeTcAa B Koge | - rdi, rdi
6ubnmotekn termsrv.dll npm nomowm BbI3OBA 3 o1 7F oo ee loc_18001798D
e7 eax, word ptr [
meTona GetNameInfoW u3 6ubnmotekm ws2_32.dll | 17 eax, 17h
T 0 Al 00 00 00 loc_18000FB39
o5 ebp, [rax+5]
3 4F 08 ro, [rdi+s]
B KayecTBe NapameTpa OXuAaeTcA yKasaTe/lb Ha | ecx, [rax-7]
SOCKADDR .
2 b6anTa
. . 3 ADDRESS_FAMILY sin6_family;
B cnyyae IPv6 (sin_family = 17h) wucnonb3yetcs: USHORT sin6_port;
- I ULONG sin6_flowinfo;

union {
ULONG sin6_scope_id;

cMelleHne 8 6alT - M 3TO Ha 4 MeHble, 4yem 12 IN6_ADDR sin6_addr;

SCOPE_ID sin6_scope_struct;
¥
} SOCKADDR_IN6_LH, *PSOCKADDR_IN6_LH, *LPSOCKADDR_IN6_LH;
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KapTuHKa, 4TO0bObl CTAaN0O NOHATHee

¥ ¥ ¥ A

00000608 struct _WTS_SOCKADDR sizeof=@x Data 17 00 00 00 00 00 00 00{00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 01|00 00 00 00
o000 {

leooe0000 USHORT sin_family;

00000002 i

60000003

leeoeee04 W K 22 30589¢ 374 15 6C u:
KRty S Data  [17 00]00 00]00 00 00 00[00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00]00 00 00 01[00 00 00 00
leee00008 ung x N ‘\\

looo00040 2 b

loeeegLee struct _|

|1000gooo! struct _WTS_SOCKADDR

Y

struct _WTS_SOCKADDR: :$2288C3058969AF37A9D9COF15090F76C: : $2353073B3FC8Y

{

USHORT siné_port; N % A\
/7 padding by n \{ \

feceoces  /'// padding by S5 Nt
00000004 LONG siné_flowinfo; short 51h6_\faiN11y;

leeeeee08,/ USHORT/sin6_addr[8]; S \
ULONG siné_sccpefid; u Shor‘t Sin6 pO t;
5 — - XN
u_long sin6_flowinfo;
struct in6_addr sin6_

Offset 0/1/72]3 / j 11 12 13 14/i5 16 17 18 19 20 21 22\23‘2{ 25 26 27 28 29 30 31 5 .
/ . ~L_ u_long sin6_scope_id;

» : s » i A
Data 17 00 00 00 00 00 00 00|OO 00 00 00 00 00 00 00 00 00 00 00 00 00 00 01|00 00 00 00

rdpcorets.dll termsrv.dll, ws2 32.dll
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Kakme Bepcumum copepxaT OwumbKYy

Windows Server 2012 R2
Windows 10 Pro 22H2 19045.5854
Windows Server 2019 Standard 1809

Windows 11 Enterprise 23H2 22631.5335

Ckopee BCero Bce Bepcum,
Ha4yuMHaa ¢ Windows 8
n Windows Server 2012

AaHHble aKTyaslbHbl Ha 10.06.2025
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XpoHosorma umcnpaBaieHusda

MSRC 8 Hos6. 2025 1., 01:31

Hello

- 10.06.2025 - penopT B MSRC
- ©8.11.2025 - oTBeT: moderate, no CVE, no e e o e e ot et st

bar for immediate servicing due to the following:

additional UpdateS Will be pPOVided Your report states that when establishing a connection using the RDP protocol with IPv6 at the network level,

incorrect data is recorded in the audit logs instead of the actual source IP address. We should be logging this
correctly, as this incorrect data would make audits for thread actors pointless. Therefore, there does exist a
permanent modification of system data/logs in this specific scenario, which would meet the bar for tampering,
10 ok, 2025 1, 16:58 e so this has been assessed as Moderate/Tampering.

However, we have shared the report with the team responsible for maintaining the product or service. They
will take appropriate action as needed to help keep customers protected.

MSRC prioritizes vulnerabilities that are assessed as an Important or Critical severity. Since this case was
below the bar for immediate servicing, it is not eligible for bounty, and no CVE will be issued. MSRC will not
I be tracking this issue further, and no additional updates will be provided.

Hello!

Our researcher has discovered a problem with the RDP connection using IPv6 on the network level, which
results in incorrect IP address values being written to the audit logs. Spedfically, instead of the correct IPv6

address the value =8416777216 is recorded in the loa. | have attached a detalied renort

e ! For more information on our security vulnerability servidng criteria please refer to the following resources:
MSRC Auto-notification ® 10 won. 2025 ¢ 19:00 e \ * Online Services Vulnerability Researcher: https://www/microsoft.com/msrc/olsbugbar

1 * Windows Vulnerability Research: https://www.microsoft.com/msrc/windows-security-servicing-
Thank you for contacting the Microsoft Security Response Center (MSRC). I've opened a case for this issue: criteria

MSRC Case 98465 i ® Al Research: https://www.microsoft.com/en-us/msrc/aibugbar
Please only respond or communicate with us using the researcher portal. Also, please keep the details of * Bounty information and current programs: https://www.microsoft.com/en-us/msrc/bounty
this case confidential during our investigation. ¢ ® MSRC Researcher Resource Center: https://www.microsoft.com/en-us/msrc-msrc-researcher-
resource-center
v Thank you for your submission. We apprediate your partnership to help secure our customers.
TetanT Best regards,

Microsoft Security Response Center (MSRC)
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He mMoxeT 6biTb, 4TOObI

2 Jul 2024, 09:04

Is there translation logic for IPV6 addresses in external access
logs in windows?

In the case of ipv6, how does the login source address format with event ID 1149 in Microsoft-Windows-TerminalServices-
RemoteConnectionManager be converted to the address queried by the client using the ipconfig command. For example, the
01:311), but the

entered on the client i [ -Windows-TerminalServices-RemoteConnectionManager records

5409280
wn below

=8V wEH)
T

Port

I
. -

HEAC: | feB0:e55%Bd0FTaa03abeKs

Terminaisen
£RO)

2580

(<

.

ger/Oper

I smmEnEe
3w
L)

W2 D)
BB
sman

NETWORK SERVICE WIN.|ETRCNANRHA L]

Windows for business | Windows Client for IT Pros | User experience | Other

HUKTO Heé XaJloBaJiCH

29 Apr 2026, 152

2 answers

29 Apr 2026, 15:21

@ Andreas Mai

This seems to be a bug within Windows.
The IPv6 address gets shifted to the right by 32 bit. The overflow gets put in the "Scope ID".
In your case: 2001::311 = 2001:0000:0000:0000:0000:0000:0 311

0:0:2001::%285409280 = 0000:0000:2001:0000:0000:0000:0000:0000 (%285409280)
shift 32 bit to left => 2001:0000:0000:0000:0000:0000:xxxx:xXXX

285409280 (DEC) = 11030000 (HEX) => in little endia 00:0311 which equals the rightmost 32 bit

I'm currently writing a bugreport for this.

Was this answer helpful?
0 comments

X Report a concern

Sign in to comment

https://learn.microsoft.com/en-ie/answers/questions/1810270/is-there-translation-logic-for-ipv6-addresses-in-e
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A mMoXeT yXe nonpasunun? lonpaBunu

EcTb ownbka (Ha 10.06.2025):

Windows
Windows
Windows
Windows

CKopee BCero Bce BepcCcuu,

Server 2012 R2

10 Pro 22H2 19045.5854

Server 2019 Standard 1809

11 Enterprise 23H2 22631.5335

HayuMHaa ¢ Windows 8

n Windows Server 2012%*

Ha 25.05.2026:

Windows 10 Pro 22H2 19045.6456 - ecTb owubka
Windows 11 24H2 26100.1742 - ecTb owubka

Windows 11 24H2 26100.8457 - HeT owubkwu
Windows 11 26H1 28000.2113 - HeT owubkwM
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A mMoXeT yXe nonpasunun? lonpaBunu

§1 Ceepermnn 26.05.2026 9:16:23 TerminalServi... 1149
(i) Ceeaenns 26.05.2026 9:16:23 TerminalServi...

Cobeitne 1149, TerminalServices-RemoteConnectionManager : :
TerminalServi...

O6uwe [oapobHocTu TerminalServi...

Cﬂy)K6bl YA3NEHHDbIX pa6o~mx cTonos: YcnewHas NpoeepkKa NCANTMHHOCTH NO/IB30BATENAL

Monssosarens: énpcr
[lomen:

AAPCC UCTOYHMKE ceTw: 1 POBEPKA NOATMHHOCTH NONBS0BATENAL

Monbsoeatens: énpcr
Jdomen:
Agpec nctounmnka cetw: fe80::4a48:efef:ceb0:e09
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UTorwu

::%16777216 - pe3ynbTaT ownbku Windows

ownmbka He MelwaeT uMcnonb3oBaTb ::%16777216
kKak IoC ana BbigBNneHUA noakawdyeHun K RDP no

ownMbkKa B HecorsacoBaHHON obpaboTke oaHux u | IPv6 4Yepe3 TyHHenb (N0bbIX, He To/bKO ngrok)
TeX Xe AAaHHbIX pa3HbiMU MOAYNAMU i

ownbo4HOe 3Ha4yeHWe M3 Jlora MOXHO
BOCCTaHOBUTb W WCMOMb30BaTb npu cbope
M3-3a owMGKM Npu NKGLIX MOAKINYEHUAX K RDP c| cobuiTuit B SIEM, B KOppenauuax, npu

ncnonbsosaHnem IPv6 B nor nonageT HeBepHbit | |PEAXAHTUHTE W T.A4.
agpec UCTOYHUKa |
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BOHYC

Kak BOCCTAQHOBUTb HOpManbHbLKN IPV6-aapec

1. B3ATb 3HayeHue U3 ora:
0:0:1e80::6e1d:980d%2607874452
2. YacTb nocne % nepeBectu B HEX
2 607 874 452 dec = 9b 71 01 94 hex

3. YbpaTb cneBa ABa Hyns, JonucaTb CnpaBa
MoJlyYeHHble Uuudpbl C y4eToM obpaTHoro nopsapka 6auT

fe80::61d:980d:9401:719b

Moo cuny peannsoBaTb
npakTudeckn B nwbon SIEM
WIN WHOW CUCTeMe A
0bpaboTKN XypHanos
ayauTa
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QUESTIONS - COMMENTS - DISAGREEMENTS

KoHcTaHTUH TpuweHko -Positive Technologies
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