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Why China at All?



The topic has been relevant for more

than 10 years
2021

Chinese black forums

ronics on

some i forumn




A closed community for «our own» only

Great firewall Another society with Many Chinese people
of China different traditions do not know English
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Becoming of the
Chinese Dark Web
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Development of
hacker forums and
communities

The emergence of
hacker-for-hire

offers, sales of
exploits, remote
access tools, etc

2004 . :>
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First Chinese hacker
groups

Honker Union (ZI&EEXER)
Wicked Rose (¥(¥R)
China Eagle (HFEE)

<:1998

First Chinese

Great Firewall of
China

Launch of the Golden
Shield Project

2000 2003 2004

2007
Start of active

Collapse/Disappearance

hacking forums

The most popular
was the hacker
forum of the
Honker Union
group

of the first groups
and forums

The first groups ceased
their activities and
closed their forums

arrests of hackers

Chinese cyber police
infiltrated the hacker
group Shadow (FB#2) via

forums and chats
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Forum transformation

Gradual transition of
illicit forums to closed,
paid platforms and private
chats; shift from illegal
to educational content

Rise of China’s dark web

Emergence of Chinese-forums
and marketplaces on Tor:

Dark Web Chinese Forum
(REM AL IR)

Alibaba Market

UCEM (BX&HXIBRZ ZWH)

85% of dark
forums closed

Alibaba Market
UCEM

Tea Horse Road\
Market (REHE)

Loulan City Market
(=)

T 2011 2013 May 2020 2023
2013 2019 2020 2022 2026
Silk Road The first Chinese dark

Popularization of
Tor sites and
payments in
Bitcoin

web platform shut down
by police

Jiangsu police announced
the closure of a dark
marketplace hosting
pornographic content

IN THIS RESEARCH
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Chinese Dark Web
Forums & Markets
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Chang'an Never Sleeps City (KZA®KIH) Free City (EEEWZ)

@
(W | zeprm | axms | e FreeCity
Secure Anonymous Market & Forum
ERISESE, HSAEER, BERNEE! [ 5
(BEBERA) Wl @haiwaid04xin 5HE: TG:@CSDNOOS
@haiwaishuju404
BABA BEEE#EEA S F@kyqpzs6s WS+ e e
e R A i}
S Search...
KEBOESBCE, BEEAT: @Soren6677 H|EAT000 @ Popular Pink Panther Search
@iHiveMind
biEth | =eE | ARS | AtFEh | &aFE | SHE
s | EreE | WHiEE | WeeE | B || BRE || §
ENEEE-P2PIERRF51000W+ FIF $1000.00 + Recently Listed More
EIEBA0hitESEER $380.00
MARSS (RS, BlE. QQ. tha, /AMIH, 1. 0.01%
SE[E-890W: SELIR ERES $200.00 ©3daysago ®159
=EHHORBASehFHERES $190.00 . :
Buy dexedrine online 350§
T SEF1007 $580.00 B3 daysago ©115
HEEIETRR2100 + ¥ tel phone THdss $480.00 Buy Crystal Meth Online
250
SEeffi20k-TERERIEA $350.00 13 daysago ®99 J
$220.00 buy adderall online-buy crystal meth online-bu... 250§
$100.00 B8 days ago ® 525
$280.00 EEOERHAA4S+25 20§
EELLR26000AEZLHALA $300.00 \ 528 daysago ®1997
1] BA+EEFRESA AT AEAL $188.00 kv /\ :[:
) Dark Web Chinese Forum (BEMHX1B1ix)
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1 Cryptocurrency

VETd IR IL- L. LK 2 Data leaks
3 Malware & Exploits

G Dsfaresources  mewmrens  fechniColsiils  ConvswCW  physicalilems  Sevicebuiess  Privateshoot  virtual items. nm-:-—-\

Product name

F— Countries with the most data leaks are:

US uto insurance for owners with VIN - $45 million

ntual unds, and ather financi

Do e 11 A e e ity S

Citibank US users -13,000

Global Forex Data Collection - 7 million

12 million users of Brazilian telecom operator T

Dutch stock investors 260k

o E-EiDooEmE
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Business model
® @usoTErc20 @ QP USDT-TRC20
All 3 marketplaces operate

under the same business model:

e Deposit in BTC/ETH/USDT

e Withdrawal in BTC/ETH/USDT aﬁmfmmmmmwmnmmmm
with a 0,2-3% commission .

1. MRMSHEIRBE: bitcoin corel®, Z2ME, EMRENC

2. ISEAEFRE: 0.0003 BTC, AUIFCERIh ERK
e Purchases are made throu g h the 3. WA BIESHEIEI, W AOSECEN, SUTESAN, RIRcAEE
4. S HHENE R TR AR j
automated internal system
( ij8s A mmaE | WSERE e JRgER (| #S
L d67a2027d9664361308863413156029 BALESWE TR FROGHRRERTON | MRAR | 006012 | s 20 | FEd Buy Now Automatic delivery after purchase
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At the same time, Freecity has a more
developed business model

Select Withdrawal Coin

ZFIAT(TRC20) ARm
Minimum Withdrawal: 10§ Minimum Withdrawal: 10000 ¥
Fee: 1% Exchange Rate: 6.88¥ Fee: 3%
Payment Method
HRATHERE iz
Minimum: 50000 ¥ Maximum: Minimum: 10000 ¥ Maximum:
300000% 200000 %
Bank Name *
e.g., ICBC

Bank Branch *

e.g., Beijing Branch

Bank Account Number *

Enter bank account number.

Account Holder's Name *

k Enter account holder's name.

L iEEan)

Minimum: 10000 ¥ Maximum:

200000 %

Withdrawals
are also
possible
via bank
card/Alipay
/WeChat

EEETF1A

Purchases via
Telegram bot
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Pricing policy

Average price for a private databases with more than 500 000 rows:
On the Chinese markets: 410%
On the European/CIS forums: 808%

(ﬁ Home > Marketplace > Virtual > D

Lots of public database sales |uwartcommumnn-ns

£ 2025-10-29 - © 3898

(Bllulﬂ.l:ﬂm Database Breach - Official
by M. 17-07-26, 0755 P ryploxeypte Buy Now
Pogesties 1 2 3 4 5w e >
*
e Featured Products

o - 145073 ST P BRI SHIE 139§

\ % BltMar BT A 15075 - B0 1008

e i = = EEERMyPertaminaF 83857075 3008

3 BitMart | £ e
= J
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Other Dark Web platforms

Hacker for Hire Platform A forum for discussing any illegal topics
REHAFS ) ‘

ERENY - BRONTERM -

qd.onion

EF® - Unity League - BF S
BEH™IE - Free Market - A

BELE

W am
1) ST
LTI N

[y
el e =it =l

REHEEYE T« i
il S For example.. How to get away with
murder in China»
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Chinese Hackers
& Hacker Groups




A highly developed hacking training

system Old-style Chinese forum

" Techniques

Modern Chinese forum ey oty 0

22t (Party A)
L=

Passion irrigation

(Leisure and entertainment) : News)

188 (Job Opportunities)

Magic weapon

There are more than 40 activerclearnet

forums dedicated to hacking education
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Recruitment to hacker groups

T R

Binance and EUI Global data screening services available, running now! Providing

overseas data! Also recruiting penetration testing technicians and other overseas resources!

Contact: @bkl

Binance and EUI Global data ing services available! Data from sources! Also recruiting p ion testing technicians and other !

Contact: @/iggeei=isisly
& J
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What does it take to join a Chinese
hacker group?

B, BRERRAN, RE! NOGHNNE SEPRER, CINGNEE TR W — <I m a COOl

o L e p— ha C ke P .Fr‘om
Y Russia, I can
do everything.
I want to join

your group>

Try to hack one
of these sites
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Chinese ransomware groups

China-based threat-actor Storm-2603
is using Warlock ransomware

Small ransomware groups
prefer to post ads on

(NurLock Client Data Leak Show

atg.cz

Published View Data

No description
provided.

bel.quadra.ru

Published View Data

No description
provided.

v TEIN

Latest News & FA.Q. I

tein.co.jp
Published

No description
provided.

ippm.org
Published

No description
provided.

View Data

View Data

closed European forums

(https://cfsc.com.cn EBIESBHERAT——RSEMHISAIHESHG, BEZEWE! 4201508 .Ili
N, EFNEEE!

2 Moneyistime - @ Aug 15, 2025

Forums + Man |\ ZEWE > Data base & leakage \ BRSNS
Watch

Ay 15, 2025

<0
H 1 they don't pay within 2 days, Il start posting infol Some I info for now . 10/ 4
:’:-' e i

[

son 28,2020

- B O DO D DB

MOW
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European/CIS Forums

. Neural Networks & Al

Money

® Articles

Articles & Videos

n from other res

and er

Malware software
f T bu

Chinese Internet

Chinese

26 .

Q5.

2026 . MO W

Forums

FreeCi A
FreeCnty Market Forum ssEnglish  Login  Register
Secure Anonymous Market & Forum

L @ Products mm Posts @ Websites # Telegram @ Pink Panther

Search... Search
@ Popular Pink Panthe
bs™ | m@E || RS || dbRm | a%E | S8E | [IE | FOREn | 7 | R4 | RS | UEE | SRE | SR FE | D5E || IEE || s | s
WIE | Y WitE | WEE B | HRY | fRY || EE | 8ME | IoY | Bt RS | Hed || &8 2R

* Recently Listed More ¥ Featured Stores More 4 Popular Topics More
EEOERIEA45+25 208 FRETRIECYYyy000 vis KBRS F—aaEmpnt © 2552
E110 days ago ©59 5 months age H11 B17daysage ©15
BEETIA g5 RELEEER w5  ERREEHRL (lolita Paradise - Lolita.. o .
E110daysago ©35 15 monthsage  R6 B1monthago B3
EESHENIREA0+ 208 ZZZPInBYINE = WEDEREEI13583577688 © 172
E10daysago @41 15 monthsage R4 B8 daysago O 4
HEREEIR38H 508 SRR SR °2
£110 daysago ®32 19 days ago
EEREBChrpost/S2£4007 (A BEEH) 3008 ERERBESF © 874
E110daysago ©44 B12months ago ©6
J
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Hacker business forums are widespread

in Europe and the CIS

Auctions
and bidding

H E: LA
ology] - malware, exp bundles, AZ, crypts
® [Access] - FTP, shells, QL-inj, databases, dedicated servers
# [Servers] - VPN, SOCKS, Proxy & VPS, Hosting, Domains
ounts, groups, hacking, mailings

exchange, sale, ident
# [Finance] - billing, banks, a nts, logs
# [Investments] - Investment supply/demand

liscellaneous] - everything else
i of vari

| secti Purchase ar information products and

(5 Leaks A

Games
Game Leaks are posted here. Code, Plugins, Leaked Videos or anything similar to that may be posted here.

Databases
Database leaks are posted here.
@ Official ® Databases Removed Content

Stealer Logs
Forum where you can post Stealer logs.
@ Stealer Logs Removed Content

Other Leaks
Ransomware Leaks, Stealer logs, Scrapes, Leads or other kinds of data that isn't considered a leaked database.
@ Other Leaks Removed Content

Database Discussion
Forum where you can discuss & request databases.
® Database Discussion Removed Content

Cracked Accounts
Cracked accounts for various platforms are posted here.

Combolists
Combolists are posted here (Cracked lines from Databases)
® Combolist Removed Content
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Europe/CIS Chinese white Chinese dark

T[22 forums web forums web forums
Sales of Data Leaks & stealers logs v X N4
Data leak publications v X X
Sales of accesses to companies v X X
0/1-day vulnerabilities and exploits v v v
Tutorials of attack methods, crypto, etc v N4 N4
Discussions of attack methods v v X
Sales of malware v X v
OSINT v X X
Cracking tools & pirated software v v X
Virus analysis v v X
Recruiting hackers v X v
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There are no familiar black forums in
China

| - EZFHRAE - 52pojie.cn

eb platforms for sal
found a forum simil
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Where are the remaining topics
discussed?

Telegram
European/CIS forums
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You can find anything on Telegram

Search engines Sales of malware Malware Development

wxmm

< 1 .10:00

Android remote control "A& £§"
It allows you to control Android phones (A& £§)
Supports web push/QR code push/Android package push
The control scope includes obtaining passwords;
an app, and i

Alipay password/WeChat password/bank password
(Yunshanfu password + USDT wallet password)
As long as the other party's phone has downloaded our & £
Then our backend can directly obtain it.
You can also obtain the other party's phone contacts/albums
It's equivalent to the other party's phone being controlled

| throughout the entire process.
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Conclusion
( . ) 4 )
Chinese dark web European/CIS dark web
Tor markets Clearnet forums Business forums Telegram
FreeCi :
Secure Anongous Market & Forum _ﬁ )e: “‘ ‘ (=5 M

Www 52PoJs ;?Ih ’
Messengers B F
00 European/CIS
-

business forums Ransomware groups blogs

CLOP”_-LEAKS
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QUESTIONS - COMMENTS - DISAGREEMENTS

@yoprstcon - ggqlan@ya.ru - yoprstcon.ru
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